National Crime Prevention and Privacy Compact
COMPACT COUNCIL MEETING
OKLAHOMA CITY, OKLAHOMA
NOVEMBER 7-8, 2006

MINUTES

Ms. Donna Uzzell, Chairman, National Crime Prevention and Privacy Compact Council
(Council), called the Council meeting to order at 9:00 a.m. on November 7, 2006, in the Century
Ballroom of the Sheraton Oklahoma City Hotel in Oklahoma City, Oklahoma.

Mr. Todd C. Commodore, FBI's Compact Officer, conducted roll call of the Council
members. The following Council members, or their proxies, were in attendance.

State Compact Officers:

- Mr. Paul Heppner, Georgia Bureau of Investigation

- Mr. Jeffrey R. Kellett, New Hampshire State Police

- Mrs. Julie LeTourneau Lackner, Minnesota Department of Public Safety
- Captain Timothy P. McGrail, Missouri State Highway Patrol

- Lt. John H. O'Brien, New Jersey Division of State Police

- Ms. Dawn Peck, lIdaho State Police

- Mr. David Sim, Kansas Bureau of Investigation

- Ms. Donna Uzzell, Florida Department of Law Enforcement

- Ms. Liane Moriyama, Hawaii Criminal Justice Data Center

State/Local Noncriminal Justice Agency Representative:
- Mr. Robert Finlayson 111, Georgia Department of Human Resources

State/Local Criminal Justice Agency Representative:
- Ms. Carole Shelton, Maryland Department of Public Safety and Correctional Services

Federal Noncriminal Justice Agency Representative:
- Mr. William Marosy, Office of Personnel Management
(Proxy for Ms. Kathy Dillaman)

Federal Criminal Justice Agency Representative:
- Mr. Jonathan Frenkel, Department of Homeland Security - (Not in Attendance)

Advisory Policy Board Representative:
- Mr. William Casey, Boston Police Department - (Not in Attendance)

Federal Bureau of Investigation:
- Mr. Thomas E. Bush Ill, FBI CJIS Division
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Mr. Commaodore recognized new State Compact Officers and state repository
representatives. Other meeting attendees introduced themselves and the agency they
represented. (Attachment 1)

Chairman Uzzell advised that she and Vice Chairman Sim continue to work towards
expanding state ratification of the Compact. The Policy and Planning Committee is exploring
new ways to provide support to states considering ratification of the Compact. Chairman Uzzell
also announced that the FBI is planning to conduct an orientation overview for nonparty states at
the next Council meeting, hoping this venue will provide states with an opportunity to learn
about the Council process.

As directed by the Council at the last meeting in November, Chairman Uzzell reported
that letters were distributed to Compact signatories and Memorandum of Understanding (MOU)
states requesting that they work towards making their records available for Purpose Code |
requests. Chairman Uzzell advised, as a result, that 33 states have begun making their records
available for noncriminal justice requests from the Interstate Identification Index (I11).

Council members were provided with National Fingerprint File (NFF) statistics.
Chairman Uzzell congratulated Idaho for becoming the 9th NFF state. Furthering the
implementation of NFF, Chairman Uzzell announced that, as a result from discussions at both
the Standards and Policy and Planning Committees' spring 2006 meetings, discussions on
developing a time line for Compact states to join 111 and NFF programs resulted. The
Committees' focused on ways to assist the non-NFF Signatory states in their progression toward
participation. The CJIS Division staff was asked to draft a checklist for use by states preparing
for NFF. The Council approved this request and recommended a report at each Standards
Committee meeting to update the Committee on states progress toward NFF participation. At
the August 2006 Standards Committee meeting, the Committee approved the matrix and
requested that the CJIS Division staff proceed with getting the NFF Matrix out to the states. The
NFF Matrix, with an explanatory cover letter, was sent to the State Compact Officers of the 18
states who are not NFF participants, during late October 2006.

Next, welcoming remarks were provided by recently retired Compact Council member
Rusty Featherstone. Then, Mr. Thomas E. Bush, Il1, FBI, CJIS Division, presented awards to
Ms. June Still, Tennessee Bureau of Investigation, who will be retiring in early 2007 and to
Mr. Rusty Featherstone, Oklahoma State Bureau of Investigation, former member of the
Council.

Next, the Council approved the minutes from the May 16-17, 2006, meeting.

Compact Council Action: Ms. Dawn Peck moved to approve the May 2006 minutes.
Seconded by Mr. Jeffrey Kellett. The motion carried.
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Topic #1 FBI's Criminal Justice Information Services Division Update

Mr. Bush provided an update on the CJIS Division. (Attachment 2) Mr. Bush provided
updates on the Integrated Automated Fingerprint Identification System (IAFIS), National Crime
Information Center, National Instant Criminal Background Check System, Law Enforcement
Online (LEO), Uniform Crime Reporting, Next Generation Identification, Law Enforcement
National Data Exchange (N-DEX) and spoke on interoperability efforts with Department of
Homeland Security, Department of State, and Department of Defense.

Compact Council Action:  This topic was accepted as information only.

Topic #2 Consideration of Bylaws Amendments

Mrs. Joyce Wilkerson, FBI staff, presented two amendments to the Council's Bylaws. At
its August 2006 meeting, the Policy and Planning Committee discussed the Bylaws requirement
for the Council Chairman to conduct an election during the month of July for new appointments
to serve the Council, as stated in Section 5.1. The Committee recommended that the Bylaws be
amended to state, "The Chairman shall conduct an election prior to the month of July...".
Additionally, the Committee recommended that Section 7.1 be amended to state the Council
Chairman shall appoint a vice-chairman for each committee. The proposed Bylaw amendments
were e-mailed to all Council members on October 2, 2006.

Compact Council Action: Ms. Dawn Peck moved to change the wording in the
Compact Council Bylaws Section 5.1 from "during the month of July' to "'prior to
the month of July*. Seconded by Mr. Paul Heppner. The motion carried.

The Compact Council's Bylaws provide that provide that the Vice Chairman of the
Compact Council shall serve as the Chairman of the Compact Council in the absence of the
Chairman. Currently, if a committee chairman is unexpectedly absent or delayed from a
scheduled meeting there is no inherent succession as to whom would serve in the absence of the
committee chairman. Therefore, the Policy and Planning Committee was also requested to
consider whether the Compact Council Chairman should appoint a vice-chairman for each
committee. The Policy and Planning Committee recommend that the Bylaws be amended to
require the Compact Council chairman to appoint a vice-chairman for each committee. The
vice-chairman will assist the chairman in the management of the committee and will serve as the
chairman of the committee in the absence of the chairman.

Compact Council Action: Ms. Liane Moriyama moved to change Section 7.1 (D) of
the Compact Council Bylaws as follows: Establish Committees of the Compact
Council, appoint a Chairman *and Vice Chairman of each Committee, and prescribe
committee membership, responsibilities, and duration; Seconded by Ms. Carole
Shelton. The motion carried. *Changes are in italic.
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Topic #3 The Policy & Planning Committee's Report on the Survey Regarding
State Ratification of the National Crime Prevention and Privacy
Compact (Compact)

Mrs. Wilkerson presented the Policy & Planning Committee's report on the survey
regarding state ratification of the Compact. During the March 30, 2006, Policy & Planning
Committee meeting, the committee discussed various strategies for expanding state ratification
of the Compact and made recommendations to the Council. Mrs. Wilkerson reported, that as a
result of the discussions of the Council, the Council adopted recommendations to expand state
ratification of the Compact and some of those included providing information on the ratification
of the Compact at SEARCH meetings, on-site visits to key decision makers with guidance on
ratification of the Compact, invite members of nonparty states to attend the Council meetings,
and to conduct a survey of nonparty states to identify the impediments to ratifying the Compact.
As a result of the last strategy, the FBI Compact staff prepared two surveys and these were
presented to the Policy & Planning Committee at its August meeting. Survey #1 was prepared
for dissemination to the nonparty and MOU signatory states. Survey #2 was prepared for
dissemination to the Compact party states. Mrs. Wilkerson presented the two surveys to the
Council and addressed questions and concerns. The Council had no changes to Survey #1 and
some suggested changes to Survey #2, which FBI staff will incorporate into the survey.

Compact Council Action:  This topic was accepted as information only.

Topic #4 Bureau of Justice Statistics Grant Opportunities

Mr. Gerald Ramker, Chief of Criminal Statistics Improvement Programs, Bureau of
Justice Statistics (BJS), provided the Council with information on BJS grant opportunities.
Mr. Ramker presented attendees with information on funding programs and resources that are
available to improve criminal history records through the BJS. The BJS provides direct funding
to the states to improve the quality, timeliness, and immediate accessibility of criminal history
records and technical assistance to the states through ongoing program incorporating surveys,
evaluations, national forums for considering privacy issues and strategies, and direct guidance to
states. These resources may be valuable to Compact states moving towards NFF participation.
Mr. Ramker is responsible for the National Criminal History Improvement Program (NCHIP).
He reported that NCHIP is the federal grant program designed to ensure that the nation's safety
and security is protected by making sure criminal history record information is accessible,
accurate and complete as possible. Discussion from Council members centered around ways to
exhibit to Congress what good work has happened in the states as a result of NCHIP funding and
what the states or what the Council could do to communicate to Congress to support funding. It
was the consensus of the Council for Chairman Uzzell to draft something factually regarding
NCHIP, and then send it to Mr. Frank Campbell, Department of Justice (DOJ) for review.

Compact Council Action:  This topic was accepted as information only.
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Topic #5 The Standards Committee Report on a Request to Modify Policy
Where Applicants are Physically Incapable of Providing Fingerprints

Mrs. Diane Shaffer, FBI staff, provided the Standards Committee Report on the request
to modify policy where applicants are physically incapable of providing fingerprints. Mrs.
Shaffer reported that the Standards Committee moved that the FBI refine its existing policy on
submitting fingerprints where applicants are physically incapable of being fingerprinted and look
at current policy on requiring a second submission for these types of submissions. The
Identification Services Subcommittee made a motion to remove the second fingerprint
requirement for applicants who are physically incapable of being fingerprinted due to a
permanent disability such as a double amputee. It was the consensus of Council member
discussions that it would be foolish to require a double amputee to submit fingerprints.

Everyone understood that there was a need to do something.

Compact Council Action: Mr. Paul Heppner moved that fingerprint requirements

for applicants who are permanently physically unable to provide fingerprints, such
as double amputees, be removed. Seconded by Mr. Robert Finlayson. The motion
carried.

Topic #6 The Standards Committee Report on Standardized Reasons
Fingerprinted (RFP) for Non-Federal Civil Applicant Fingerprint
Submissions

Mrs. Debbie Chapman, FBI staff, presented the Standards Committee Report on
Standardized Reasons Fingerprinted (RFP) for non-federal civil applicant fingerprint
submissions. (Attachment 3) In June, 2004, the APB approved the CJIS Division's
implementation plan for use of the RFP for non-federal civil applicant fingerprint submissions.
In spring 2005, the APB approved a revised list and endorsed the Standardized RFP concept.
Additionally, the APB approved the use of the Standardized RFP for one pilot state and
requested the FBI to investigate the possibility of assigning a specific code to each category of
statute.

Mrs. Chapman reported that on December 16, 2005, the Georgia Bureau of Investigation
(GBI) entered into a User Agreement with the CJIS Division to submit their civil/applicant
fingerprint submissions to the FBI CJIS Division using the Standardized RFP in the RFP field.
The GBI submitted 16,251 civil/applicant fingerprint submissions with Standardized RFP from
September 2005 through March 2006. The Standards Committee made a motion to expand the
use of the standardized reason fingerprinted, as piloted by GBI, by adding additional states.

Next, Mrs. Chapman addressed an APB action item for the possibility of assigning a
specific code to each category of statute for the purpose of congressional reporting. The CJIS
Division has concluded that there are no congressional reporting requirements for civil/applicant
submissions.
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Compact Council Action: Ms. Dawn Peck moved Option 1: Endorse expansion of
the Standardized RFP as piloted by GBI by adding additional states. Seconded by
Mr. John O'Brien. The motion carried.

Topic #7 Update on the National Fingerprint File (NFF) Program Participation

Mrs. Paula Barron, FBI staff, provided the NFF program participation update.
(Attachment 4) Mrs. Barron reported that there are nine current NFF participants and that there
are 12 states who have posted for an on-site visit. Additionally, Mrs. Barron provided the
Council with a review of the CJIS Division's procedures established to move towards NFF
participation.

Compact Council Action:  This topic was accepted as information only.

Topic #38 The Standards Committee Report on the Review of Required Data
Fields for the Integrated Automated Fingerprint Identification (IAFIS)
Civil Submissions

Mrs. Chapman presented the Standards Committee Report on the review of required data
fields for IAFIS civil submissions. (Attachment 5)

This topic was submitted by Mr. Hugh Jordan, US Citizenship and Immigration Services
(CIS). The CIS and the Department of State have reported the collection of data for the race,
height, weight, eye color, and hair color fields to be very time consuming as they are moving
towards faster fingerprint capture technology and have requested review of these fields to
determine if it is feasible for these to be optional. Currently, the these fields are mandatory
fields per the Electronic Fingerprint Transmission Specification (EFTS) for IAFIS electronic
civil submissions.

Mrs. Chapman reported that the Standards Committee moved to endorse Option 1 - make
no changes to the current processing. Electronic civil submissions would be submitted with
default codes only when the required data field information is not available.

Compact Council Action: Mr. Paul Heppner moved to endorse the

Standards Committee motion to approve Option 1: - make no changes to the
current processing. Electronic civil submissions would be submitted with
default codes only when the required data field information is not available.
Seconded by Mrs. Carole Shelton. The motion carried.

Page 6 of 13



Topic #9 New NCPA/VCA Implementation Guidelines

Mr. Allen Nash, FBI staff, presented to the Council the new National Child Protection
Act (NCPA)/Volunteers for Children Act (VCA) implementation guidelines. As a result of the
discussions on the FBI Freedom of Information Act (FOIA) program at the previous Council
meeting, the FBI was requested to provide guidance on whether states could disseminate FBI
maintained criminal history record information based on the consent of the subject of the record.
The FBI's Office of the General Counsel (OGC) indicated that is has no legal obligation to the
dissemination of CHRI to a third if authorized by the subject's written consent to support the
implementation of the NCPA/VCA. Mr. Nash reported that the Florida program was established
in 1999. It combines the framework of NCPA/VCA, plus it requires individuals to sign the
consent form allowing FDLE to disseminate criminal history down to the qualified entity. There
is a user agreement in place which delineates security requirements including the fact that they
would be subject to audits. As a result, any state who wants to disseminate down to a qualified
entity must meet the following two provisions: 1.) Each state must establish procedures for the
qualified entity to contact an authorized agency of the state to request a check and that qualified
entity has to sign a user agreement and the user agreement has to delineate these security
requirements and also has to delineate requirements for challenging the accuracy and
completeness of the record as entitled by the NCPA/VCA., and 2.) Any individual who is
subject to these checks must sign a waiver and consent form. The waiver and consent form must
say that the qualified entity is going to perform a national criminal background check and
authorizes the state agency to send the results of that check to the qualified entity.

Mr. Nash provided Council members with a copy of an information letter which provided
states with guidance on the appropriate use of the consent form. (Attachment 6)

Next, Chairman Uzzell mentioned that this issue was discussed at the Sanctions
Committee meeting because they have the responsibility of looking at training issues on
noncriminal justice audits. Chairman Uzzell has also been in contact with Universal Studios to
provide a facility to hold a training seminar and possibly a tour of their security area. Chairman
Uzzell offered the option to coordinate this noncriminal justice audit training with the Sanctions
Committee. Mrs. LeTourneau-Lackner commented on the Sanctions Committee discussions and
recommended that the Council move forward with the training and presentations by the FBI and
the states. Chairman Uzzell concluded by stating that the training is tentatively scheduled in
Florida at the end of January 2007.

Compact Council Action:  This topic was accepted as information only.

Page 7 of 13



Topic #10 Interstate Identification Index (111) Purpose Code in FBI Record
Requests for Noncriminal Justice Departmental Order (DO) 556-73
Fingerprint Submissions

Mrs. Barron presented the Interstate Identification (I111) Purpose Code in FBI record
requests for noncriminal justice Departmental Oder (DO) 556-73 fingerprint submissions.
Mrs. Barron reported that the FBI's Office of the General Counsel, Access Integrity Unit,
recently advised the CJIS Division's Identification and Investigative Services Section, that a
unique purpose code should be established to clearly indicate the purpose for the record request.
The new purpose code's use will be limited to a unique FBI ORI and will be solely for the DO
processing. The CJIS Division will establish the new purpose code "R" to be used in 111 record
requests in support of the DO. This purpose code will be used by the CJIS Division only. The
NFF states will be the first affected since the FBI reaches out to the NFF states for their records
when a fingerprint submission idents to an NFF record. Additionally, all 11 participating states
will be affected when the FBI's IAFIS is modified to reach out to 11 states on fingerprint
processing for their records when the state can support the purpose of the request. Mrs. Barron
reported that the both the Council and the CJIS APB approved such a modification during their
spring 2006 meetings. Upon implementation of this system change, the 111 participating states
will need to determine if their state laws or policy would permit support of the DO record
requests. Those Il states authorized to support the DO record requests will need to coordinate
software changes with the CJIS Division. Currently, the FBI uses Purpose Code C for these
record requests. After much discussion, the following action was taken:

Compact Council Action: Mr. Paul Heppner moved to refer this topic to the
Executive Committee for further review. Seconded by Mrs. Dawn Peck. The
motion carried.

Topic #11 FEMA Notice - Privacy Act System of Records; Amendment to
Existing Routine Uses

Mr. David Sim, Vice-Chair of the Council, presented this topic. He attended a SEARCH
Focus Group meeting that discussed criminal record background checks during the aftermath of
Hurricane Katrina. He reported, as part of the meeting materials, SEARCH provided a published
copy of a rule in the Federal Register by FEMA that discussed the Privacy Act System of
Records (Attachment 7). During the meeting, it was mentioned that no agency or state
commented on the rule and it became effective on August 7, 2006. One of the issues regarding
this rule was it potentially could involve secondary dissemination of criminal history record
information. Mr. Sim brought this before the Council to look at the implications of this rule, as
to whether or not there are any implications for secondary dissemination of criminal history and
if so, what the appropriate action would be.

Compact Council Action: Mrs. Carole Shelton moved to refer this topic to FBI
staff to make a determination as to whether or not there would be
implications that would require some sort of action or response on part of the
Council. Seconded by Mr. Paul Heppner. The motion carried.
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Topic #12  Advisory Policy Board Update

Mr. Heppner provided an update of the current Advisory Policy Board (APB) initiatives
and provided approved motions from the last APB meeting (Attachment 8)

Compact Council Action:  This topic was accepted as information only.

Topic #13 Next Generation Identification Program Update

Mr. Gary Barron, FBI staff, presented the Next Generation Identification (NGI) Program
update. (Attachment 9) Mr. Barron reported that in addition to the initiatives through the user
requirements canvass there were two new areas of interest that were identified and that was a
multimodal framework to accommodate new types of modes of biometrics such as palms, irises,
facial recognition and in addition to that, expand latent functionality. Next, Mr. Barron
commented on the user requirements canvass. These requirements were provided to the APB
Working Groups, the Compact Council and the Council's Committees for their input before
sending them on to the IAFIS Interface Evaluation Task Force. The Identification Services
Subcommittee approved the requirements and then they were sent to the APB for final approval
in June.

In regards to development, the RFI went out on October 26 and they are expecting the
RFP sometime in March. Mr. Barron reported that some of the next steps that they are looking
at include CD capability for machine readable data, a new disposition I11 message, a quality
check automation phase 111, receipt and storage of ANSI/NIST records, and disposition
electronic fingerprint transmission specification.

In closing, Mr. Barron commented that NGI continues to grow and that there are many
new things on the horizon. He discussed the multiple teams within NGI and their
responsibilities.

Compact Council Action:  This topic was accepted as information only.

Topic #14  The Policy & Planning Committee Report

First, Mr. Sim provided a re-cap of the Hurricane Katrina working group. This group
met back in Las Vegas to determine what was good, bad, and indifferent about the way in which
the United States responded to the Katrina catastrophe. SEARCH is going to be producing a
final report and should be good reading from the point of view of the Council. Mr. Sim reported
numerous discussions centered around record checks in the fact that they have little or no value
or they are misplaced in events such as this. They did come to the conclusion that record checks
are important and that they need to be included in the planning of future events. There was also
discussion on Purpose Code X exigent circumstance searches, FEMA and the Red Cross.
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Next, Mr. Sim provided the Policy and Planning Committee report. The Committee met
August 9, 2006, in Charleston, SC, and recommended a Bylaws change, which was discussed by
the Council the day before, and they talked about the survey of the states regarding ratification of
the Compact. Members discussed the strategic plan and made some edits and modifications.

The Committee also talked about the Identification Guide and the fact that it has been published
and distributed. The final item that was covered during the meeting was the summary of the
Attorney General's Report to Congress on Criminal History Background Checks (Attachment
10).

Compact Council Action:  This topic was accepted as information only.

Topic #15  Sanctions Committee Report

Mrs. Julie LeTourneau Lackner, Chair of the Sanctions Committee, reported that the
Sanctions Committee recommended to accept the corrective actions taken by the states of
Arizona and Georgia to comply with Compact rules and I11 requirements. The second two topics
discussed included a review of six recently conducted IAFIS and NFF audits from the April 2005
through August 2006. NCIC and 111 recommendations were made for all states that had misuse
of the system. Colorado and Montana NFF audits were also reviewed. For IAFIS audits, four
states were reviewed including Alaska, Minnesota, Wyoming, and Hawaii. The fourth topic
reviewed was the summary of recently conducted audit of outsourcing of noncriminal justice
administrative functions specifically TSA and the committee recommended an appropriate letter
be sent to TSA. In conclusion, the Committee discussed the upcoming training conference.

Compact Council Action: Mr. John O’Brien moved to approve the Sanctions
Committee Report. Seconded by Mr. David Sim. The motion carried.

Topic #16 Legislative Update

Mr. Danny Moye, Office of the General Counsel, provided the legislative update and
addressed significant changes that have occurred since the last meeting. House Resolution 5893
is the Private Security Officer Employment Enhancement Act of 2006. It amends the
Intelligence Reform and Terrorism Prevention Act of 2004. DHS would be a channeler of
fingerprints to the FBI. DHS would be approached by authorized employers having security
guards. They would be forwarding those fingerprint submissions directly to the FBI.

Mr. Moye also reported on House Resolution 6161. Its purpose is to amend the Social
Security Act, at least for the portion that deals with those individuals having direct patient access
in nursing homes and the lead agency that would be preparing the regulations under this
particular bill is hotel and human services. It mandates both national and state checks and the
national check would be available to the nursing home.
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Next, Mr. Jim Gray, reported on Topic #16A, the Adam Walsh Child Protection and
Safety Act of 2006.

Compact Council Action:  This topic was accepted as information only.

Topic #16A Adam Walsh Child Protection and Safety Act of 2006

Mr. Jim Gray, FBI staff, reported that the Adam Walsh Child Protection Safety
Act of 2006 was enacted on July 27, 2006, as Public Law 109-248. Mr. Gray reported that the
CJIS Division, in coordination with the Department of Justice Office of Legal Policy, recently
finalized a letter that will be mailed to all CJIS Systems Officers and State Identification
Bureaus. The letter will provide guidance to states implementing the access made available
under Section 151 and 153 of the Act. Section 151 of the Act authorizes full access to NCIC and
111 by National Center for Missing and Exploited Children and by governmental social service
agencies. Section 153 of the Act is entitled the School Safely Acquiring Faculty Excellence Act
of 2006 or SAFE Act. Section 153 requires the Attorney General, upon request of a state's Chief
Executive Officer, to conduct fingerprint based checks for child welfare agencies conducting
background checks of prospective foster or adoptive parents or investigating incidents of abuse
or neglect of a minor and for private or public elementary schools and/or local or state
educational agencies conducting background checks on employees, prospective employees or
individuals otherwise in a position in which the individual would work with or around children
in the school or agency.

Compact Council Action:  This topic was accepted as information only.

Topic #17  Status of FBI's Selection of Pre-Approved National Channelers

Mrs. Kim Smith, FBI staff, provided the status of FBI's selection of pre-approved
national channelers. On June 21, 2006, the notification was published in the Fed Biz Ops. On
June 28, 2006, the RFPs were provided to the interested contractors. On October 24, 2006, the
source selection evaluation board presented recommendations to the source selection authority.
As of May 18, 2006, there have been 19 offerers for awards. (Attachment 11) They were
notified via e-mail and fax with a hard copy follow-up. The next steps, there will be a kick-off
teleconference scheduled for November 15, 2006. It will be an opportunity for the contractors to
call in and get their questions answered as far as what they need to do on their end, what their
lead time is, etc. Lead time to establish a CJIS Wide Area Network is three to six months, so
channelers should be forwarding fingerprints to us early in 2007.

Compact Council Action:  This topic was accepted as information only.
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Topic #18  Status of Task Force to Explore Expanding Use of the Interstate
Identification Index (111) System to Protect Local, State, and Federal
Critical Infrastructures

FBI Compact Officer Todd Commodore presented this topic. He stated that Paul
Heppner, during his APB update, advised that APB Chairman Frank Sleeter was reconvening the
task force comprised of both APB and Compact Council leadership to explore expanding the use
of 111 to protect local, state, and federal critical infrastructures. Any Council member interested
in serving on this task force was instructed to notify Mr. Commodore within the next couple of
weeks.

Compact Council Action:  This topic was accepted as information only.

Topic#19  Access to Department of Homeland Security (DHS) Information by
Federal, State, and Local Criminal Justice, Intelligence, and
Noncriminal Justice Agencies

Topic #20 IDENT/IAFIS Interoperability--Strategies for Data Protection

Mrs. Chapman and Ms. Kim Nivera, U.S. VISIT, Department of Homeland Security,
presented Topic #19 and Topic #20, consecutively. The first part of their presentation was an
update on the progress with interoperability (Attachment 12) and the second part (Attachment 13)
dealt with strategies for data protection. Ms. Chapman reported that the Design Phase of iDSM
began in February 2006 and is now complete. Deployment occurred on September 3, 2006, with
Boston as the first city and Dallas was added November 1, 2006. For iDSM, it is working well and
Mrs. Chapman told of some success stories.

Next, Ms. Nivera reported that in analysis of the shared data versus the shared services
model, there was a lot of concerns that were presented in the event that we did not go through a
full data sharing model. They have developed a list of data protection strategies that were
provided to the Council to identify how they will be making strides towards protecting the data
and alleviating the fears in regards to the data as it is shared with the different entities.

Compact Council Action: Ms. Carole Shelton moved to look at the data
protection strategies which support the shared services model. Seconded by
Ms. Liane Moriyama. The motion carried.
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Additional Items:

Next, Mr. Commodore announced upcoming meeting dates. The Standards Committee
and Policy and Planning Committee will meet March 28-29, 2007, in Pittsburgh, Pennsylvania
and the next Compact Council meeting will be May 23-24, 2007, in Louisville, Kentucky. It will
be at the May Council meeting where there will be an orientation meeting for the nonsignatory
states.

As another item of business, Mr. Mike Lesko, commented on TSA's visit to Texas in
regards to how they do their HAZMAT processing. He stated that the state of Texas was
planning to write a letter to TSA and asked if the Chairman of the Council would consider doing
the same. Chairman Uzzell responded that she had no problem with writing a letter, since this
was the pleasure of the Council.

The meeting adjourned at 12:45 p.m.
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Compact Council Minutes, Attachment #1

Compact Council Meeting - Attendee List
Oklahoma City, OK - November 7-8, 2006

Name Agency

Thomas J. Baker Baker Associates

PaulaA. Barron FBI

Gary S. Barron FBI

David Bome Integrated Biometric Technology
Joseph Bonino JPB Conaulting Group

Chris Booher Choicepoint

Wendy L. Brinkley North Carolina State Bureau of Investigation
Thomas Bush FBI

Frank Campbdl| U.S. Department of Justice

Brad A. Cazort Arkansas Crime Information Center
Debbie M. Chapman FBI

Todd C. Commodore FBI

M. G. Corsaro West Virginia State Police
Elaine Cropper Canyon State Reporting

David Cuthbertson FBI

Stacye Dorrington Montana Department of Justice
Rebecca Durrett FBI

Robert M. Finlayson, I11

Georgia Department of Human Resources

Jonathan Frenkel Department of Homeland Security
Vincent Furno L ockheed Martin Corporation
Debra Goodloe Oklahoma State Bureau of Investigation




James P. Gray FBI

Owen Greengpan SEARCH

David W. Hagan Lockheed Martin TSS

Harold B. Halden Sagem Morpho, Inc.

Paul C. Heppner Georgia Bureau of Investigation
James Jarboe Lockheed Martin

Jeffrey R. Kellett New Hampshire State Police
Lori Kemp FBI

Jm Keder Wachovia Corporation

Michael Kirkpatrick

Susan Kitchen

Colorado Bureau of Investigation

Robert Knuth

Generd Dynamics Advanced Information Systems

Catherine Krause

Nevada Department of Public Safety

Eric M. Lapp

National Background Check, Inc.

Adrienne L. Leach

FBI

Michad Lesko

Texas Department of Public Safety

Julie LeTourneau Lackner

Minnesota Department of Public Safety

David Loesch DRL Conaulting

Robyn Lyles Maryland Department of Public Safety and Correctiond Services
Angdl Magnani lowa Department of Public Safety

William Marosy USOPM-Federd Investigative Service

Andrea C. McCarthy

Northrop Grumman

Timothy P. McGrall

Missouri State Highway Petrol

Debbie McKinney

Oklahoma State Bureau of Investigation

TinaMedich

Cdifornia Department of Justice

Kathryn M. Monfreda

Alaska Department of Public Safety




Liane M. Moriyama

Hawaii Crimina Justice Data Center

Danny R. Moye

FBI

Allen Wayne Nash

FBI

Stuart Nathan

Maryland Department of Public Safety and Correctiond Services

Kimberly Nivera

Department of Homdand Security - US Visit

Christopher S. Nolan

Lockheed Martin

John H. O'Brien New Jersey Divison of State Police
Steven P. Otsuki SPO Conaulting

Fannie Parker FBI

Dawn Peck Idaho State Police

Gary L. Penley Sagem Morpho, Inc.

Michelle Pfeifer Accenture

Gerard Ramker

U.S. Department of Justice

Marcd D. Reid

[llinois State Police

Jeffrey A. Ross

Ohio Bureau of Crimind Identification and Investigation

Anthony J. Schirillo, 111

Connecticut Department of Public Safety

Sylvia Seward Oklahoma State Bureau of Investigation

Diane Shaffer FBI

Carole Shdlton Maryland Department of Public Safety and Correctiond Services
David G. Sm Kansas Bureau of Investigation

Kimberly K. Smith FBI

June Still Tennessee Bureau of Investigation

Jugina Tate FBI

Richard J. Thomas Appriss, Inc

Bruce Thomas CAPGEMINI

Michad Timmearman

Arizona Department of Public Safety




Thomas W. Turner

Virginia State Police

DonnaM. Uzzdl Horida Department of Law Enforcement
LisaVincent Stout FBI

ParicdaWhitfidd Oregon State Police

Joyce Wilkerson FBI

Jonathan D. Williams FBI

Robert Williams Maine State Police
James M. Wilson Wyoming Divison of Crimind Investigetion
Martha Wright Forida Department of Law Enforcement
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Compact Council Meeting
November 2006

~ Assistant Director, CJIS
Thomas F. Bush, 111

Overview

O CJIS Services

O New Initiatives
m NGI
B |nteroperability Efforts — bHs/Dos/DoOD
m N-DEXx

CJIS Services
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1AFIS

23.1 million Fingerprint submissions received in FYO6
Up from 20.7 million in FYO5- 11.8% increase

46% Criminal submissions

54% Civil submissions

23.2 million Fingerprint submissions processed in FYO6
B Approximately 2 million per month

m}

[m}

[m}

IAFIS

One Day Records

B April 5, 2006— 105,875 submissions processed
B June 20, 2006— 107,615 submissions received

B Currently 88% received electronically

Criminal submissions completed within 2 hrs

B FY06—-96.8% FYO5— 96.7%

Average response time for electronic criminal

submissions

B FY06 — 21 minutes FYO5 — 28 minutes

Latent Functionality

O Develop a national marketing plan for
latent services

O Enhance JABS with Latent Search Software
O Statistics

2005 2006
Latent Submissions 84,796 108,516
Rec’d from:
Remote locations 87.6% 92.8%
FBI Lab 12.4% 7.2%
Avg response time 3 hrs 45 min 1 hr 44 min
(from remote locations)
1 hr 23 min

(from FBI Lab)
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NCIC

Statistics
O Total transactions
m FYO6 - 1,801,802,679
(average of 4,837,802 per day)
m FYO5 - 1,639,554,366

O Increase from FYO5 to FYO6
m 9.9%

O NCIC Peak Daily Record
September 13, 2006 — 6,361,119

NICS

O Background Checks processed FY06
m 68,828,586

[0 9.88 % increase from FY05

O Mental Defective Records
B 56,059 added since January 1, 2006

NICS

NICS Process Study Task Force

O Will review and evaluate system enhancements and propose
process improvements to increase operational and system
efficiency

O Subject matter experts identified

O Technical Interchange Meetings
B Scheduled for October and November 2006

O Weekly Integrated Project Team meetings
B Task Force members, Contractors, other stakeholders
B Discussions

O General project information, action items, risks, status of the
NICS Process Study
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LEO

O SMARTPASS is gone

O You asked for it, LEO delivered. LEO is truly,
anytime, anywhere. Law Enforcement
Online (LEO) has implemented a new
authentication method for LEO. The SSL
System provides end to end encrypted
tunnel. SSL System enables, controls and
secures the extended enterprise with the
world's first Identity - Driven Access
Gateways.

0O Log on to http://cgate.lec.gov

Currently on LEO

O 50,000+ users with secure communications
B  Various uses: Email, “tearline” Intelligence Products, Training

O FBI National Alert System (NAS)
®  Ability to reach 20,000 members in five minutes
®  Average time 5 seconds

O Presently, 250+ Special Interest Groups
®  Hosted and Portal Services
O FBI Bomb Data Center Database
O NCMEC
O Department of Justice Joint Automated Booking System (JABS)

O Special Events 24/7 Operational Support
®  Virtual Command Post (VCC)
O Olympics, DNC/RNC, Inauguration, Superbowl, others

UCR

B Crime in the United States, 2005, released on 09/18/2006 as a Web-only

publication.

Hate Crime Statistics, 2005, released 10/16/2006 as a Web-only publication.

®  Law Enforcement Officers Killed and Assaulted, 2005, released on 10/30/2006
as a Web-only publication.

B The FBI is striving to reduce its reliance on hard copy publications in order to
make productive use of resources and to improve accessibility to UCR data for
all of its consumers.

O Advantages

®  Restructured for the Web, the presentation reaches more users ata
fraction the cost than the hard copy book.

®  The Internet offers expanded publication features such as clearly
designed navigation, well -thought out structure, and streamlined
design and writing. On the Web, CIUS as a statistical reference is
more intuitive and user friendly than previously possible.

®  Publishing to the Web enables the FBI to release the UCR data in a
more timely manner. (This year the three publications are being
released a month earlier than in previous years.)
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New
Initiatives

Next Generation Identification

NGI

O Significant projected dates of interest

B Published Request for Information (RFI)
OOctober 2006

B Publish Request for Comment (RFC)
OJanuary 2007

B Publish Request for Proposal (RFP)
OFebruary 2007

B Award NG| Development Contract
OJduly 2007
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Interoperability
DHS/DOS/DOD

[m]
[m]

Interoperability DHS

Interoperability between DHS’ IDENT system and FBI's IAFIS
Interim Data Sharing Model (iDSM

®  Biometrically-based access to immigration-related information
®  Deployed 9/3/2006 on time and under budget

O Boston Police Department first pilot agency
® 3,014 transactions submitted, 2 positive identifications to date.

O Dallas County Sheriff's Office will be on-line in November

O Office of Personnel Management (OPM) will be on-line in December
B Additional datasets to be added

O DHS — Recidivist with Alerts

O FBI — Known and Suspected Terrorists
B Contributions of biometric data to the iDSM

O FBI - 673,000 fingerprint images of all wanted subjects from IAFIS

O DHS -399,000 fingerprint images of expedited removals

O DOS- 24,800 fingerprint images of Category One Critical Visa Refusals

Interoperability DoS

O State -FBI Ten-print Pilot
B 100% of Visa applicants at limited, high-priority consulate sites
B Selected pilot posts will collect ten prints in standard FBI format
for ten-print submissions to IAFIS
B Ten-print submissions will be transmitted by telecommunication
lines currently used for DoS submissions
Initial sites selected: San Salvador, London, Riyhad
m  Potential for 9 total sites —additional sites added with CJIS
concurrence
FBI anticipates 1,800 transactions per day
m  Efforts are underway to waive the current processing fee for
participating pilot sites until June of 2007
O Appropriated funds can not be used
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Interoperability DoD

O DoD has electronically submitted 93K
fingerprint background check inquiries to IAFIS
resulting in 159 identifications.

O In addition to these inquiries, DoD has also
shared more that 565K identification records.

O Of these records, IAFIS has processed and
retained more than 136K resulting in 1,374
identifications.

O Automated sharing of KST records with DHS is
accomplished via submission to IAFIS.

N-DEX

N-DEx

O Acquisition process is on schedule

O Request for proposal released - June 6, 2006

O Due Diligence was completed - August 2006

O Source Selection is in process - October through
December 2006

O Anticipated contract award - January 2007

O Continue to support and participate in the development of
the National Information Exchange Model (NIEM)

O APB and major law enforcement associations
endorsement of the N-DEx program has resulted in a
ground swell of agencies wanting to participate in N-DEx
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On the Horizon

O TWIC — Transportation Workers Identification
Credentials 850K FP

O Guest Worker — Immigration Reform 19M FP

Questions?
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Standar dized Reasons Fingerprinted

National Crime Prevention and Privacy
Compact Council

November 2006

6/30/2007 1

Overview of Presentation

e Update on Standardized RFP
— Submissions will be mor e automated
— Quicker IAFISresponsetimes
— Less programming changes for the states
when new statute categories are added
e Proposal for the assignment of codesto
statute categories

Background Information

e Reason Fingerprinted field isreviewed to
ensurethat an IAFIS criminal history
background check isauthorized for non-federal
civil submissions

e June 2004 APB approval for CJIS
implementation plan for Standardized Reason
Fingerprinted

e |nvestigate assigning codes to categories of
Statutes

— Georgiaispiloting Standardized Reason
Fingerprinted for |AFI S searches

National Palm Print Search System
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Standardized Reasons

e Firearms

e Volunteer

e Criminal Justice Employment

e Child Care/School Employee

e Other Employment and Licensing

Requirements for Use

e Maintain atracking system

e Submit electronically

e Submit only authorized non-federal civil
submissionsasauthorized by federal or
state legidation and approved by the
Office of General Council

Access I ntegrity Unit
o Must use approved Standardized RFP

Georgia Bureau of Investigations

e Began 9/26/2005
e 16,251 submissionsas of March 2006
e Automated group

—151.1 minutes aver age processing time
e Control group

— 211.7 minutes aver age processing time
e Averagetime saved was 60 minutes

National Palm Print Search System
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Action Item

e | nvestigate assigning codes to categories
of gatutes
e CJISrecommends no assignment of
codesfor each category of statute
— No Congressional reporting need
— Reporting needs can be met using the
Standardized RFP

Reguest of the Council

e Option 1: Endor se expansion of
Standardized RFP as piloted by Georgia
Bureau of Investigations by adding
additional states

e Option 2. Makeno change

National Palm Print Search System
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CJIS-Clarksburg, WV

National Fingerprint File (NFF)
Progress

October 16, 2006
Y Programs Development Section

12 - Compact State/Received NFF On -Site
6 - Compact State/No NFF On -Site To Date

I Non-party State

NFF On-Site Request

* Assess need based on upgradesor participation readiness

*Contact CJIS POC Paula Barron

*Oncedateisagreed upon, send written request to
David Cuthbertson, Section Chief, Programs Development
Section, CJIS

*CJISwill confirm datein writing (at least 30 daysprior)
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CJISNFF On-Site Prep

*Statistical Evaluation of:
IAFIS Errors
111 Messages
CHR Traffic

Pointers

State NFF On-Site Prep

*Review NFF On-Site M aterials
(Provided 2 weeks prior)

*Materialsinclude: Statistical Assessment,
State NFF Qualification Requirementsand
Audit Criterion, and the NFF Operations
Plan

NFF On-Site

*Review State Quals, Stats, and Ops
Plan (In Detail)

*| dentify Stateand FBI Action Items.

*NFF Matrix

*CJISwill providewritten On-Site assessment
report
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NFF Participation

Step 1. — Contact CJISPOC todiscussintention

Step 2.— Conduct teleconfer enceto discuss On-Site
findings and action items

Step 3.— Identify target participation date

Step 4.— CJISwill review build datesto evaluate
participation date

NFF Participation (Cont.)

Step 5.— Target date changed to participation date

Step 6. - State sends CJISwritten request (must
receive 8 weeksprior)

Step 7.— CJISsendsletter confirming participation
date

Step 8.— CJISschedulesand tests system changes
required for NFF participation

WE'RE HERE TO
HELP!!

=)

Paula Barron — (304)-625-2749 or pbarron@Ieo.qov
Joyce Wilker son — (304)-625-5505 or jwilker s@leo.gov
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Review of Mandatory Data for Civil
Submissions

National Crime Prevention and Privacy
Compact Council

November 2006

6/30/2007

Physical Data for |AFIS Civil
Submissions

e Thisproposal isto changefive eements
for physical datafrom Mandatory to
Optional for IAFIS Civil Submissions
— Race
— Height
— Weight
— EyeColor
— Hair Color

Operationa Impact

e Thesefive data elementsarenot required
in Department of State (DOS) or US
Citizenship and Immigration Services
(USCIS) Systems

e Thecollection of thisinformation addsto
the processing timesfor finger printing
applicantsfor DOS and US CI S benefits

National Palm Print Search System
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IAFIS Subject Search

e Obtain all possible candidates
— Fivephysical datafieldsare not used
e Reducelist of possible candidates
— Scoring of candidates
— Physical dataisused
e Candidatesabovethethreshold arereturned

— Ordered by score
— Candidatesretrieved by FNU, SID, SOC or MNU

— Plusany other name and date of birth candidates
above the threshold

Reguest of the Council

e Option 1: Make no change

e Option 2: Makethefive physical data
elementsoptional for all IAFIS
Contributing agencies

e Option 3: Makethefive physical data
eementsoptional for DOSand USCIS
only

National Palm Print Search System
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U.S. Department of Justice

Federal Bureau of Investigation

In Reply, Please Refer to Crimind Judtice Information

File No. Sarvices Divison
Clarksburg, WV 26306
October 13, 2006

TO: ALL CISSYSTEM OFFICERSAND STATE IDENTIFICATION BUREAU
REPRESENTATIVES:

The purpose of this communication isto provide new guidance on the implementation of
the Nationd Child Protection Act (NCPA), as amended by the Volunteers for Children Act (VCA).

The NCPA of 1993 encouraged states to enact legidation pursuant to Public Law
(Pub. L.) 92-544, authorizing state-designated qudified entities to contact a state-authorized agency to
request a nationwide background check. In 1996, Congress amended the NCPA with the passage of
the VCA [See 42 United States Code, Section 5119a et seg.]. The VCA authorizes a qudified entity,
in the absence of state procedures, to contact an authorized agency of the State to request nationa
fingerprint background checks. The procedures established by a state under the NCPA/VCA shall
require that:

(1) No qudified entity may request a background check unless the employee or volunteer first
provides a set of fingerprints and completes and signs a Satement that—

(A) contains the name, address, and date of birth appearing on avaid identification
document of the provider;

(B) the provider has not been convicted of a crime and, if the provider has been
convicted of a crime, contains a description of the crime and the particulars of the
conviction;
(©) notifiesthe provider that the entity may request a background check;
(D) natifies the provider of the provider'srights, and
(E) notifiesthe provider that prior to the completion of the background check the
qudified entity may choose to deny the provider unsupervised access to a person to
whom the qualified entity provides care.

(2) Each provider who isthe subject of a background check is entitled—
(A) to obtain acopy of any background check report; and
(B) to chdlenge the accuracy and completeness of any information contained in any

such report and obtain a prompt determination as to the vaidity of such chalenge
before afina determination is made by the authorized agency;

242-HQ-C1497776-CC 1- Ms. Sundin, Module E-3
1- Mr. Bush, Module C-3 1 - Ms. Smith, Module B-3
1- Mr. Strait, Module C-3 1 - Mr. Nash, Module B-3
1 - Mr. Cuthbertson, Module C-3 AWN:awn (96)

Identical letters sent to individuals on attached list.
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(3) Anauthorized agency, upon receipt of a background check report lacking disposition data,
shall conduct research in whatever state and locd recordkeeping systems are availablein
order to obtain complete data;

(4) The authorized agency shdl make a determination whether the provider has been convicted
of, or isunder indictment for, acrime that bears upon the provider's fitness to have
respongibility for the safety and well-being of children, the dderly, or individuas with
disabilities and shal convey that determination to the qudified entity; and

(5) Any background check under 42 U.S.C. 5119a(a) and the results thereof shall be handled in
accordance with the requirements of Pub. L. 92-544, except that this paragraph does not
apply to any request by a qudified entity for anationd fingerprint background

[(42 U.S.C. § 5119(a)(b)].

In April 2003, the President signed into law the Prosecutoriad Remedies and Other
Toolsto end the Exploitation of Children Today (PROTECT) Act of 2003 (Public Law 108-21).
Section 108 of the PROTECT Act directed the Attorney General to conduct a study on the feasibility
of performing fingerprint-based crimina background checks on employees and volunteers who provide
care to children, the elderly, or individuas with disabilities. Among the criteriato be examined by the
study was the existence of "mode™ or best practice programs that could easily be expanded and
duplicated in other Sates. One of the programs selected for the study was the Forida Department of
Law Enforcement (FDLE), Volunteer & Employee Crimind History System (VECHS) program.

In 1999, the FDL E established the VECHS program to perform crimind history
background checks on employees and volunteers who work with children, the elderly, or individuas
with disabilities. Under Floridalaw, in generd, any organization (public, private, profit, or non-profit) in
Floridathat provides care to children, the derly, or the disabled is qudified to participate in the
VECHS program. The VECHS program is not available to organizations that are required to obtain
crimind history record checks on their employees and/or volunteers under statutory provisions other
than NCPA/VCA. If, however, the authority to obtain state and nationa checks only pertainsto
spexific types of employees and volunteers or positions within an entity, the FDLE will process requests
for state and nationd checks on the organization's other employees or volunteers under the authority of
the NCPA/VCA.

In order to become a qudified entity under FDLE's VECHS program, an organization
must submit an gpplication to FDLE explaining what functions the organization performs that serve
children, the elderly, or disabled persons and sgn aVECHS User Agreement that delinestes the terms
and conditions under which crimind history background checks shal be performed.

To request acrimind history background check, the qudified entity must obtain a
completed and signed Waiver Agreement and Statement from each current or prospective employee
and volunteer who is seeking to obtain a crimind history background check. The Waiver Agreement
and Statement must include the following information: (&) the person's name, address, and date of birth
that gppear on avaid identification document [(as defined at 18 U.S.C. §81028); (b)] an indication of
whether the person has or has not been convicted of acrime, and if
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convicted, a description of the crime and the particulars of the conviction; (¢) anatification that the
entity may request acrimina history background check on the person as authorized by Horida Statute
Chapter 943.0542, and the NCPA; (d) a notification to the current or prospective employee or
volunteer of hisor her right to obtain a copy of the crimind higtory records, if any, contained in the
report, and of the person's right to challenge the accuracy and completeness of any information
contained in any such report; and (€) anotification that prior to the completion of the background
check, the qualified entity may choose to deny him or her unsupervised access to a person to whom the
quaified entity provides care. The qudified entity must retain the origina of every Waiver Agreement
and Statement and provide the FDLE with a copy.

To request acrimina higtory background check, a qudified entity must submit a
completed fingerprint card and a copy of a completed Waiver Agreement and Statement for each
employee and volunteer. The FDLE will perform a state background check and forward the
fingerprints to the FBI for anational background check. Once the background check processis
completed, the FDLE will provide the qudified entity with the following:

. An indication that the person has no crimind higtory, i.e.,, no serious arrests in Sate or
national databases, if there are none;

. The crimind history record that shows arrests/and or convictions for FHorida and other
dates, if any; and

C Notification of any warrants or domestic violence injunctions that the person may have.

Neither the NCPA/VCA nor FHoridalaw governing the VECHS program defines the
specific criteriato use during the suitability evauation of an employee or volunteer. The screening
criteria, i.e., barrier crimes, may dready be covered under other satutory provisions. If so, the
quaified entity must comply with al of the required screening criteria pecified under sate law. If not,
the quaified entity isfreeto select its own screening criteria. This process enables the qudified entity to
use its own judgment in determining who is suitable to work or volunteer in the organization and in what

capacity.
In the event an individua's crimind history record contains an arrest without a
disposition, the qualified entity is respongble for retrieving disposition data. The data may be obtained

by contacting the appropriate Clerk of the Court or, in the case of an out-of-state arrest, the State
| dentification Bureau(s) of the other state(s).

The qudified entity must notify the current or prospective employee or volunteer of his
or her right to obtain a copy of the crimind history records, if any, contained in the report. Each person
who is subject to the background check is entitled to chalenge the accuracy and completeness of any
information contained in any such report and to obtain a determination as to the vaidity of such
chdlenge before afind determination regarding the person is made by the quaified entity reviewing the
crimind higtory record information (CHRI).

The qudified entity may use CHRI acquired under this process only to determine the
suitability of current and/or prospective employees and/or volunteers that work with children,
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the elderly, or disabled persons. Floridalaw permits the qualified entity to share CHRI with another
quaified entity if authorized by the individud on the Waiver Agreement and Statement. The qudified
entity must keep awritten record of the disssemination  This exchange of information helps to reduce
the cost of performing multiple crimind history background checks on the same person.

The qudified entity must keep al crimind history records acquired in a securefile, safe,
or other location protected by security devices, (such as locked file cabinet in an access-controlled
areq), and shall take such further steps as are necessary to ensure that the records are accessible only
to those employees who have been trained in their proper use and handling and have a need to examine
such records. The qualified entity is aso required to keep dl records necessary to facilitate a security
audit by FDLE and to cooperate in record audits as FDLE or other authorities may deem necessary.
Examples of records that may be subject to audit are crimina history records, notification that an
individua has no crimind higtory, internd policies and procedures articulating the provisons for physica
security, records of dl disseminations of crimind history information, and a current executed User
Agreement with FDLE.

Asareault of the success of the VECHS program, other states have expressed an
interest in adopting the program as amodd for performing NCPA/VCA checksin their state. Upon
the request of the Nationa Crime Prevention and Privacy Compact Council, the FBI has reviewed
Floridas VECHS program and has no lega objection to the program as administered. As referenced
in the CJIS Information Letter dated December 1, 1999, the NCPA/V CA does not authorize the
dissemination of FBI CHRI to a qudified entity. However, the federal Freedom of Information Act
(FOIA) dlows an individud to consent to the disclosure to third parties of information about the
individua from federd agencies. Thisincludes access to an individud's crimina higtory record
maintained by the FBI. Therefore, an individua can request hisor her FBI crimina history record and
specify that the record be sent directly to the qudified entity.

In order to establish a program smilar to FHoridas VECHS program for performing
NCPA/VCA background checks, a sate shal consder the following guiddines:

. The state shdl designate an authorized agency that a quaified entity may contact to
request nationa crimina fingerprint background checks. A date may eect to designate
more than one authorized agency. It is recommended that the sate inform the FBI of
the identity of the selected authorized agency(ies) and the purpose for which each
agency may request anaiond crimind fingerprint background check.

. The sate shdl establish a process for designating qualified entities. The state shdl sSgna
user agreement with each qudified entity. The user agreement must delineate the
procedures for requesting a nationa crimina history record check and identify the
responsbilities of the quaified entity for providing adequate controls to protect the
security and integrity of the CHRI.

. The gtate should, if authorized by state law, conduct a separate crimind history
background check on adminigtrative personnd, particularly those involved in the
background check process. Thiswill help protect againgt Situations where the operator
of the qudified entity was involved in a crime which bears upon his or her fitnessto
have responghility for the safety and well-being of children.
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The authorized agency shdl obtain a completed and signed waiver from every
employee or volunteer who is subject to acrimina history background check. The
goplicant waiver should state that (1) by signing the waiver form the individua
acknowledges that the state repository will perform an FBI crimind history record
check; and (2) the individua authorizes the state repository to disseminate the results of
the FBI crimina history record check to the qudified entity.

In the event an individua's crimind history record contains an arrest without a
disposition, the State, or the authorized agency, shdl conduct research in whatever state
and local recordkegping systems are available in order to obtain complete data.

The gate shdl have the option of providing the complete crimind history record or
screened criminal history records to the qualified entity.

The gtate shdl provide apoint of contact to assst aqualified entity in the interpretation
of acharge or digpostion.

For more information about the VECHS program, please log on to the FDLE's

VECHS website at www.FDL E.gatefl.us'backgroundcheck or contact the VECHS Unitat  (850)

410-VECHS.

For more information about the NCPA/V CA, please contact the FBI, Office of the

Generd Counsdl, Access Integrity Unit at (304) 625-3510.

Sincerdly yours,

David Cuthbertson
Section Chief
Programs Devel opment Section
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Attachment 2:

Summary of Attorney General’ s Report to Congress

on Criminal History Background Checks

A. ACCESS TO CRIM

COMPACT COUNCIL
RECOMMENDATIONS

COMMEN

RECOMMENDATIONS
(1) Subject o the conditions speeified in federa faw and At
regulations, authority to request FBI-maintained criminal history records
should be broadened, under the priorities set forth in Access to Crimi
History Records Recommendation #2 and as system capacity and resources

allow to cover:

{A) priotity emplovers, and s ﬁwrﬁﬁé. il cap
employers, for use ns regarding an individual’s

employment suitabilit

F

sitions af
<5 1o vulnerabic populations,
significant erganizational assets, orsensiive

(B) entnes placing ndi
frust, suci ,5 persons having acce
chent residences,

duals in non-empioyment po

informaton,
(Cy person or entity when the Attorney General detenmumncs

such aceess ?MCJ;S?.H JﬂT o gl F\_r or national secu 1539 and

* D) consumer reporting agencies or other third parties that
(1) are acting on behalf of one of the authorized users of
u.,mwwcm:,ziu:%m criminal history record information;

cet &m& security standards established by the
ey General, including bemg certified through a
H n:...w:,, program approved by the Atterney
r;.sﬁa as being trained in apphicable federal and state
wumer reparting laws and in Attorney General

_., ihise

The Council conceptually agrees that all private and v:Z:, emplovers should
be authorized to request and receive the results of state E.& federal hingerprint
hased checks. Some states currently have the staff, svstem capacity, and
desire to conduct such checks, Congress should QSQ _ﬁ,,. islation delegating
1o the United States Attorney General (AG) the authority o perform such
checks in those states that “opt-1” fo this broad authorization. Those states
that “opt-in” would utilize existing infrastructure 10 process the fingerprint
submissions-—that 15, the employers would submit the {ingerprints to the state
repository: the state repositery would conduct a state fingerprint check, and if
necessary ebtain the complete record, forward the fingerprints to the FBI fora
national fingerprint check: the FBI would return the results of the check to the
state repository for transmuttal o the employer. This broad (ull employer)
authorization would not apply n those states that “opt-out”™ of this process.
National b: sund checks only would not be permitted under the broad

authorization.

g the “genenic” entitlernents should require

he federal fegislanon authonzi
the AG 10 obizin confirmation from non-participating {opting-out) states prior
sting entity to submit fingerpnnts fora

“ept-in” o1 Cop

i the AG authorziny the regue
national check {the “genene” entitlement). States wo
of participating in the E:.FEE:& justice national fingerpring background
check programis) authorized by the AG. States could :.d: -in” for one o1
nose of the specifically n_mm:am categories, 1fa state “opts-oul,” then the
authenzed agencies in that state may choose o use the national model {see
page 1) .&.Wx,.: it becomes E..Erwv%. Under this model where a state “opts-
Cownctl recognizes that the FBI may need to develop rules that

agsist them in the mamagenment of the channehng of these additional prints.

out,” the

The AG’s recommendations would
wQE: all emplovers in states that
“opt-out” to submit fingerprints
directiy to the FBL

The AG’s recommendations would
authorize states that “opt-in” to
conduct state and national checks for
specific employers authorized under
this new authority.
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BT o COMPACT COUNCIL ER
ATTORNEY A.,mzmmm«m.Mwmfﬁwwnw@m%,&thw_m.wmmW S B RECOMMENDATIONS LT COMDMENTS
sranddar M»wm_.‘__«;m:m to the secure handiing of ¢ rrenal [fa commercial datahase company enlers 1o a conract o s ned and for )
history record information; and receive CHRI on behalf of an Authorized Revipient, then the compaity will be
subject to the security requirements provided in the Council’s Outsourcing
{10} are prohubited, with Limited exceptions, from Rule and Security and Management Control Outsourcing Standard, which
aggregating the criminal history information obtained summarily ensures that Contractorss are held to the same level of security as
through these fingerprint-based checks for resale, Authorized Reciptents. o
Amwigo Account for the need to develop FBI system capacity to handle the Car those states that “opt-out™ of the above “all employer” authorizaton, The ACs recommendations would
increased numbey of background ¢ heck requests under this new authority, there is a need to create “generic” ontitterments for national record checks in prioritize state and national checks
hthe FBI, the | lieu of existing state or federal statutes. Therefore, the federal legislation permitted under this new authority.

whether handled through a participating state or directly throug

Attorney General should prioritize aceess as follows: should alse delegate (o the AG the authonity to establish a national fingerprint

background check for indastries where checks are not otherwise authorized
by state or federal statutes. The Council recommends that the AG authorze

A} giving {irst priotity to critical infrastructure industries,
“generic” entitlements for the following specitically defined calegories:

regulated industries and professions, and the placement of persons
in pesitions of frust working with vuinerable populations;

Public Safety

Security Personnei

Protection of the Critical Infiastructure and Key Assels

Positions of Trust Working with Vulnerable Populations

Persons whe have access to CHRI under the Outsourcing Rule

Or others specifically authorized by the AG {conld melude insurance

{B) allowing the expansion of access, &t the Attorney’s General
diceretion and only as system capacity allows, o all employers or
entitics that meet the conditions of access; and

(€ allowing the FBI to manage access under the new authority to

Ace avatlable for cnminal industry, ete.)
(Note: The AG should evaluate the catcgones to determine if additt
ssues precinding

avoid a reduction in the level of ser
and other govermnmental uses of TAFIS:

justice, national securily,

categories should be included o1 if system capacit
sxpansion should be addressed) L
wothing should prohibit the states from continuing to
categories of employment ot licensing pursuant o t
- process.

ang

(3} States should continue to be able to authonze background checks usmg
the FBI.maintained criminal history records for speciic categories of
employment and Licensing pursuant © Pub L. 92-344

B. PROCESS FOR RECORD ACCESS RECOMMENDAT IONS . _
The Coungil strongly supports the concept that states provide essential value  { fnorderto participate, states that

deda “opi-in” must meet standards

(1) Access to records in the FBI repository should, when possible, be
becks and should | to noneriminal justice background checks and must always be proy

through states that agree to participate m processing these ¢ ,

include a check of state records. contral role in the identification and dissemination of CHRIL Traditionally, | specified by the Atiomey General,

! Congress has recognized the imporfance of perferming a state crimunal within parameters set by statute, for
{A) In order to participate, states must meet standards specified by § history record cheek prior te a nationad check. Article Voof the Compact the scope of access and the methods
the Attorney Gieneral, within parameters set by statute, for the scope | requires that each request for a crinunal story record check utibizing the and time frames for providing access

) ] s and the niethods and tme frapes for providing secess andd | national indices made under any approved ¢ shall be subnuued | and tesponses to these checks.
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e S COMPACT COUNCIL
ATTORNEY GENERAL RECO! DATIONS RECOMMENDATIONS . | COMMENTS

repatizes i these chiechs Hrganh (0

st 5 copinol history record reposiney

| The Council stiong by supports the use of state datibases for comunal bislory

| record checks as the mest complete and accurale source of enrmual dats.

Any proposed models shonld endeavor o include aceess toail stare reposimey
databases to tike advaniage of greater public safety and homeland securily
henelits,

Tr recognition of the importance af the state repositones, the Couneil fiurthies
encourages stiles (o bepome more proactise in facilitating such checks The
Caunci bielieves the restrictions in current federi] fegishation (e.a. Pub, L B2
5443 have ut times dissouraged stutes hom tully particiating in the pricess
1 support background checks for centain indusiees. This Council believes
thiat the wmodels proposed tnthis document will esgourage more ExpunsIVe
- . participation by stales, il | sty e |
{23 Acress 10 FHI-main sined grinunal history records shomlid be available to | Becognizing the increased demamds for poncrinumnal jastice bockground
employers and enfities under this authosty throughan FRl-adminstered checks, some states are not able 1o pertorm all phases of the erlminal kistory
process when decess ie Gnaveailable throueh e state level begiuse the state backgraund check process. Accondmely, the madels proposed by the Couneil
has not opled ta provade such geeess, permmt sttes 10 “opt-in” or “ppteout” ol any stage of the crimumal history
Backrround eleck privess

iA) Inestablishing an FEl-adminsered process for recerd aogess
1w FAFIS recards by employers and other authorized crlings, e
Atltarney General shiouhd:

(i} seck to creste an efficient means by winch the check
will mclude o search, confirmed with dngerprints, af s
many state and federal erounal history recards as possible,
inciuding the records i the state where the check is heing

qonght

{11y establish g means by w Irieli shate poprospanes can e
compensated when approprete to aifirs that ks in
stpport of FBEpracessed requests, el

anite 1eqjuired | o o R | == —==——""

(i) eswablishoa means hy awlach oy
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ATTORNEY GENERAL RECOMMENDATIONS ]
Fother eotes will b
it ehitrye o phae

previde such pocess o employer:
pitesl Tor Jioim a fee ar otliet i
IR el L Lgatir |
(3) Btate counsl history record seposiares and the FIA shonld be
authonzed (o dissermnate bR -maistamed criemmal histosy s dieeetly
authorized employers or enlites and to consumer reparting agencies acting
on their béehalll subject o the screense and tradning rogquirenents sl otler
condibions for access and wse al formation esiablished by law gl

repulation

tA ) Aceess thriwgh stare and FBE-administersd proccss shoald be

fcilitated thrangh:

(1) consumer reporting LEencies mee L IeGuremenis
spectlied iy the Altimmay Crenernl; or

(i ehizeet nocess by cmplovees tial mest erelena
establishiod by the Attoriey Senceel o stare ep
aimmied i Hntae divect access by erploveis b
manageable nmbier, including requiceineins for mecting i
maz vodnme theeshatd ol ebecks mnd Tor elecione
subrossion of fingerpris.

orees

(43 The submiszian of fingerprines shiold contitne o be required for
positively iemtilying recands in the FIU eriman ] astony eeeord eposiion o
a recird subject when a check s made Tor nan-crmimal ustice purposes.

(AY The fngerprint subnsstons Do eriminod sty weeord checks
under this new autoriey should:

.

(1), e vallevil o vty tipneh elddirome. lve-seai
cipiure wind sanission of ancdavidual s Gngempnms on
sysiens that havy Been cormifed B the FRT and subomitted

inn the FIME standard foenu and

| -|_||

COMPACT COUNCLL
RECOMMENDATIONS

COMMENTS

The Counct] supports digsemimation of the CHRL to poblic and private
ermplayers far cmployment suitability deerminations when (1) the CHRE g
chitaingd hased upon positive fagerpmmt dentification, and (2) the applicant
signd a o tha scknowledpes that the State and'or the FBI may disseminme
A capy of the wppheanit’s CHRDta the emiployer. Such dissermimanon shouli
b mthorzed by amending Pub 1 92544

Carrently, ernminal history information @ dissemmated 1o the emplover only
w5 A tesull of specitic authorizing federal legislation (industry by indusey)
For exumple, Pub, Lo 1032277 pernits recept ol the CHRL by o private
nrsing facihity or ome heahb care ageney far o *fnst band™ suitability
delermimation by the emplosing entity, Federally chartered or msured hanks
also veceive the resulls of coninal history record checks. However, privite
childd cure foctlities and a lostal othier private empliyiers do e

i

Ube Cotcil suppons disseminanan of thie CHRT o public and prvate
emiplivyers foremplivisent suvtbulity determimnions when 1) the CHRI i
obtained based upon postiye Cingespoont glemification, and (2) the applicant
sipns a lorm that scknowledees thal the State and/or the FRI may dissemimare
weopy of te applican s CHRL o thi: crpioyer. Such dissemination. should
B dutlwrcaad By amending Pok L 93544

Electrome fingerprint capiie va five sean naclhines, asd somated
prowessing mwst be developed and supporied Congress necds 1o provide
tundange Lo sippart wotarantion. State ad lederal apanees shogld be

Article ¥

Subjgect
approved
ienifics

P poses

encemraged woamprove e efficiencs of i nlastuctiure by wsing e

1 Fame

_._.._. _._.__._.._ _.

fu) Mositee [destificatipn

all réques
record checks for noncemunal pastice

Tlie AU s peconane plations dio ot

gz or other

Torms of positive

i shall be submilted with
t= lor ceiminal history
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ATIONS

ATTORNEY GENERAL RECOMME

(1) use, wher reusonably dvaileble, electronie ingeman
techinolopy tha 35 st and wnobinse

| (5} A participatmg state or the FBE should be tequired o respond to an
enrodled n:ﬁ_:.___ﬁ Entity, or consimer reporting agency within thiee

busimess davs of e submission of the Angerpsints suppoaing the reguest o
the criminal higtery reconl check

COMPACT COUNCIL

) B RECOMMENDATIONS

techmolugy sl og the Tnternet, ten-flat givil submmesions snd parbeip
with eommiierest] enataes for matiers of sanilar mteresr,

(TL]13

“adilress “other approv
pasiive

COMMENTS

n_._ frarms b
identilication, "

' Electromic fingerprint capture ad submission wauld reduce the _:nrnuu_:m
v Lor backpround cheek requests. The Counct]l urges the AG and Congress
te establish g date by which each state repository muat subme criminal and
civil fingerprints to the FBL electromeally amd to continne financial 2nd
fechpical suppart to ebta that goal,

. PRIVACY FROTECTION RECOMMENDATIONS

(1) Autharized emplovers aad consumer reporting jgeacies seeking access
shotld be requred o enroll under the program and enter into agreements
concerning conditions and requircments fior access to FBLmamtained
criminal history record miormation, including:

[(A) cortifying that the information ohtamed from the FBE and state
recard repositories will used solely for purposes of detenmining an
wmadieudinel s suitability for employment o7 placerent in 2 THELLGN
al trust, or anethes aothonzed purpose, and

{B) asreeinyg o

(1) fullow procedures estalilidwd by the Aorpey Geenl
to eriante datp securitg and the privicy of the recands
abtaged porsuant 1o ths authonty; and

(i) msintin felevimt recands and be subject to audis by
the FIM ar another entity from whicli it recesves criimg]
gty records, ce, anenrelled consumer reporting
gpency or A participating stute repositony, lor conmlimce
with recied Tuandling requinements =1
2 Thee limitation on the wse of FBI-maintained criminnl histary information
obtained wnder i authotity exclisively for enmplavment ar placement

suitahility should be expressed i the law creanng the authorly

(3) The Antomay Ciencril:

howld establish stanilards for acdeguate

The Council supports dissenunatzon of CHRL 1o the employer | propee
contols are m place, 1TCHRI s permitted to be provided 16 eomployar, the
emplover wonld essentinlly hecome an “antharized weciplent” os defined in
the Cauncil's Securiy amd Manogement Conlrol Ouwtsourcing Stmdard
{Owtsonremg Standard) and would be subject 1o the same level of securiry,
andlit, privacy requuements, and senctions that exist for currenl authio e
recipients of CHEI

1

chinm o the 1 _:rr|d._: §LiLES

Lclecks 1o beuly b clfretive e, _F. i

For Tinzerp!

Ll E:_r: _En approved |
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ATEORNEY GENERAL RECOMAME

COM ».L,.._ COVINCLL
MENDATIONS

ilentification and verification:

(AY of coplovers and consanier feporting agencies seekug W
erred it epsalifed 1o request background checks pursuant to the
news nutherity wnd

(131 of individuals subyect lo the backgrownd check.

st Be .:H_._::._ antted b inethioils 1o authentieate and veni i ron s
ideanty The Council s deslting “hed praciees™ notices standards Tor
persanal dentification

[ COMMENTS
puidelies for voriying an
applicsien’s dentily.

T riv scy prodections shauld be made apphcable woenrolled employers
and consumer reporting ageactes shtuning winler the new authony F
" maintained craminal Bistory infonmsen (or a recond repository, mclling:

(A on a document hat congsts Solely of o consenl snst nolice
dozument and that satisfes the regiurements ol the Privacy Acl

(1) obtammg written consent by the andividual ta the
fingerpitinl-biased coumnal history recond check of the
applicable gavernment record repositonies) wad

i1y providing notice t the individual of the follwimng: {

{a) the seope of e darabases tae will he
senroled based on the request;

() b o hor mght celating 1o contfidental mecesd
i and the oppomumiy o review and shallenge s |
crioimal fstoey record retucmed by a (ingerprint
check belore s peoveded 1o the enralled
emplaver or entity of, 1l not so reviewed, belone
e emphever takes any adverse aciion Iuased o
thiz ilormminon i the record; sl

() thie Gt that informatan in the record
cetuimed feom thie chick may only be re-
ﬁ._..n.EEE..__.E.__ ?. ::.. nser macsentumee with

_ﬁ_ b thee Adlumey Licneral,

el et i, TS

The Connctd supports the policy sat Torth m utle 28, CFR, Seetion 30,12 that
current and prospective aroploveds must acknowledge the pecformence of »
eriminal history backeround check. A statement should be completed and
signed by the emplayee mbonning the employes that a el history
backeround elizck will be peeformnd and thay hisher sigrature o ihe fom
constitetes an acknowledpernent and consdnt that such p check nuy be
conducted and, i appheable, the lngerprints will be regmed by the stage
amilior federal repnstones
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(31 the rght of e ndividual 1o review and cliadfenge the acodrcy

af a ermunal lustory reeord produced by the repesiory searcly

povided to the emplayer ar

L) bl the recond i

(11) before adverse oction 1 tiken, o the mdovidbus] T not
wvailed lim - or herself of the rght 10 sec the recond

beforeat s provided to the employer,

ﬁ_rﬁr uﬂcuﬁnn:f_... uE;:.u:.F with enrolled .....:.__"._rvw._..? or extities can obtain
fingerprint check results abou themselves once during any twelve-month
perind, allowing for review and correction i advance of appheation, but ina
wity that prevents passing such nformation on o employers ar pther uy

COMPACT COUNCIL
_ RECCNIMENDATIONS

The apency nwaking the fimess determimation should, upon request of the
individuzl who is the subject of the CHRI, pravide s copy of the CHRD (hased

o posseve sdenti Aeation) (o the mdividual,

The employes should be provided use information regarding the mechanism
Ly COFTQEL Al Erroneons recond,

COMMENTS

offjoial record check resulis,

(6) Participating state repositerics and the FBI should estab a4 Atrean-

lined, amtomated sppeal process for applicants sveking o cheliengea
record ' s-accummey; without requiring a separate sel of fingerprnts and an
aclditional fngerprint foe, amd ensuee that appeal mfomaion bs provided o
apphicants when reviewing their teconds during the check proce

{7} Lumuts should be esty shiished roverning the use, retention, aml deletinn
al fingerprin submissions under this new anboning

(A} collected by enralled users, of third-pany consumer reporing
pgencies acting on thear behalf and

(1) received by e FIL o o parhicipeting state reposiary, el
nelersacting on their hebali,

NDARDS RECOMMENDATIONS

s

NiE SCREENING AR,
(1) "MNotecond” responses way by disserminated by a reposs
enrolled consumer reporting spency o & direct access emplover
authorized enuty, g gl

e L ain

fooned iy the
s

E.__ ﬂnn—n__n.., _TE el .E i :.?:: i i recond E__.,__E_“._ “.__._. 4

Loss

&

The Councll sugponts snappesl mechausm

Fhe v ol rolaining dpplicant fingerprin stibmnissions for mp back,

Fatert compansans, aml disaster e denificaton purpeses as allowed by
| state and federal law, outwerghs any benelit of destroying the Tfingerprints
atter processing. Relention of the fngerponts provides o more efficiont
backeronid check by providing amechanisre o avord eosts assocmted with
subsequent checks whicl waulid include the coses of capruring new
fingarprinty. The Council supports the curment nm_.m to retan the ppplican
fingerprint subnussions m LAFLS with the stiie’s concurrence.

“The Stafe e _.:__5__..__4. shiould muke 2 reasanable elfor w alstain _:_um:_r
disposittan information, However, st infornaon shoald oot be a

e~ el

The _“..::___.._n_n
sreenngy Hule estoblishes record

e

t Conneil’s Recard
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ATTORNEY GENERAL RECOMMENDATIONS

employers, by he partepating stile epository o (b FI3F heloe e recond
is reported W opn enrelled gmployor o antity

(A Such sereenmg shauld melude

(i} @ reasonable efion by the participating state repasitory or the FRL o fid
missing dispositions of arest records before disseminating the record to an

(i) et reenrd from the state of employient when the record oan b
disseminated by thi state sepository under applizable state

{11 of @ reiord when the kiw of the stete of eeord origm wisdlsd albers public
scoest 1o fhe record and the law of the state of emplovanent allows ase of the
reend by employers for employment sustabilaty dowermunazions: and

(5] of reenrids relating e violent or sexual offenses o employers or entities
that provide care, os the term is defined in section 3 of the Nativoal Chalid
Frotechon Act, for cluldren, the eldetly, or ndividusls with disabilities.

authonty by o consuner

(1) Récords disseminatod to a osee unden us new
repurting ageney, the FBT, ora partcpating state repositery should sdentity
whether an oifense 5 a Felony, domisdenwancr, o some lmser vielatin !
et the law of the charpiog jurisdiction, I
[T4) Excepr ns noted below, the sereened record may b dissernmaced 1o an
enralled einployer or eniity by consimer reposfing Agenuies, o parlicipaling

enrolled consimer reportme apcney or o divect access amployer ar enlity; |
and |
(1) screening i acvordance with FORA and sppliceble state taw
requirenients in the state of eonployment tt limi the dissesinanon 1o or
wie by erployers of cnpmnal hisioey reeonl mfarmation
{H) Congress shoubd consider providmg this the sereening requirements
under the FURA shoutd notapply to the dsseminstion af recorsds under thi:
authiorily:

|

COMPACT COUNCIL
 RECOMMENDATIONS .

deterent 10 dissemisation of the record o he employer unless such
disscmination 15 contrary fn s fow

- COMMENTS
seeeentng standarels forerimmal
lustory recond information receied
by means of a H System for

noncrimenal Jisiics puiposes.

state repositoiy, of the FBRE T s

L4 fancbogr 41, Page B
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GENERAL RECOMMENDATIONS

ATTORME

CCOMPACT COLNCIL
RECOMMENDATIONS B

CAL when as part ol the eniollment process, the coiployel prescnts o
certificate that i has cecerved namimg, theougl o public or privale pragaam
Cincluding progeams admanistered by consumer reporting agencies enrolling
employers) recognized by the Attorney General, in the reading and
imterprelahion ol creminal lstory cecord information;

(B} however, only cnealled consumer reporting agencios should dissominate

the screened record oy the user when the law o0 the stae of smploymem
requures thit befire the record s reported 1o empioyer or tard party, the
recand must be conlirmed as comples and vp-to-date 25 reflected ioothe
surrent status of the recond at the ageney feom which i eriginates

e— iy

{5 All dissemination of records to wsers under (his nuthority should include
an appropriate dizclaimer that the response may not necessarily contwn all
passible crimanal pecond infornmtion about the indiadual, enbier becanse of
has not been entersd inthe repository databose or because the responses bave
been sereened maceordinee with the above Hrmtations on dissenination

Cl

IENTS

In regards 10 ...rEL::r nn_n._._:.nFu.___q availahle databmses, the Council
renuests the fullowing comments be considered:

The unelerstenaimg that comnmercial databages do i have complete nationed
coverage because, for o vanely of reazons, many stales do nod ke criminal
history recond miormation availabbe (e commercial database compilers.  The
luck of conplete and curcent data may resull i inaceumate information beang

provided 1o the reguesio — -

(6] In pepostane mfenmation W ap enrolled smployer or enhity, anenrobled
consutner reportm epency should cfearfy-separate the fogerprnt-based
eriminal history record mformation from other informanon reporizd

Ir regards o serrching commereially available databages, the Council
reguests the Tllawing colements bé considered

The understanding thal the search of commercinl databases 15 net supparctesd
_.._.,. fingerprints fus H..F"_,E._ﬂ.._ of assuring the mbarnation ls accurately matelied

{7) The enraliing etiny (v, o consumis reparting dpency or ai oulsourced
agentacting on beluillaf'a participating state repostory or the FI3) should

he requited foestablish o toll- free ninber and & webeste thit enrolled vsers,
EIEHCE, ar cotsumer reporting apencies can use for dssisiance inoanlerpreling
crunigal bistary recnrls cue T
E. SUITABILITY CRITERIA RECOMMENDA® FIONS

(1) Bnrolled vsers secking wecess o eromnal histooy mtrmation under this
new puthority should cernly thar the idornmteon obtamed will not be used

| rielation of sy applicable federal or state equal snploynent appocuniny

Topic 414, Har B
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GENERAL RECOMMENDATIONS

ATTORNEY

[l ar i E;:E_ L

{2) Congress should consder whether gudance should be provided o
emplayers onappropriate time limis that should he shserved whenapplying
ariterin specilying disqualifving offenses and on providing an mdividual the
opportuaity o seek a warver Do the disqualification

A0 the purpose of he s

= CTCOUNCIT
TDATIONS

COMP.
RECOMAM]

| Bistory pecanl chedd i povered by o stafe
pepitiatory npency, notdung shoild prechede the State repositary from
sbsseminatimg o copy of the record 1o the reguliiory agency and also (o the
cmplover Mor shall nothing prechude e .._.:__..,“__n_ er froven establishing more
stripngent sutlahility sercening criteria than the By ey, :

F. SUPPORTING INFRASTRUCTURE RECOMMENDATIONS |

(1} Flectiomic, ive-sean Hugerprint submissions shoutd be collected.

(A at the place of business of an cnrolied emplover or entity or an enrolled
cansumer teporting agency acting an thew behall, or theough an avthorized
channeling agent; or

(B} i service centers establizhed by a parhcipating state, either through a
povernmentul agency or through oosoaremg, that are:

{11 at a loeston other than a lnw enloreement agency; anid

(i1} ab least bs conventent o access as pluces where State sdentification
dogumienis, such @ driver’s licenses, are shmined.

Electronie Bngerprint capture via live scap naclines, snd sutonmted
processing must be developeid and supporied. Congress needs to pravide
funding 1o support auromation. Staze and federnl agencies should be
encouraged to improve the elficeency of the nfrastruciore by using existing
techinology such as the Interne, ten-fat &1l submissions and partleipation
with commercia] entitics for nudters of sumilar interdst

(2} Anapproposie ﬂ__.::_x._. of channeling apency should be cetabbished 16

receive the fingerprints from the large number of service centers and enrolled
errplovers, entities, and conenmer reporting agencies that will be collectmg |
frgrerprng s

(3) Additional capacity at botl the FBI and state repasitories must be
developed 1o enable the processing of these newly authorzed checks.

. FEE RECOMMENDATIONS

| The Council s

ridel, __.._:_._._ allows forsases m“optan’ o1 Mopt-out”
TECOAIIZES SYSLT Capac iy 18s0es 0 sorhe extent by limitmg access i a
matiom | model 10 only eerwn Maenerie” cutegonies, System and thiough-put
capacity asl process Leviiatons st be considered an e ioplementation of
the vecomimendatians and safficient “ranipeup” dmelvames will need ti be
developed Fingiein] moentives m the stotvs and appropostions mohe FEI
wenild tacihtate participstaon an the proposed model

_.._.__ A new lee-fimded business model should be developed o streamline the
processing and funding of federal and stile pon-ceiminal justice erintinal
nistory backeronnd checks with e goal of

_"_:_ tle state .:._.,33_..,,

-_.__E_r:_r and * rap hack™ _:_?:_.......___:_.:_. _.E: (t

allivwided o eatahlizh thear

the Crunall supporis e position that stites s b
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COMPACT COUNCIL
RECOMMENDATIONS . ) COMMENTS L

pun few Ctrncture {or performing noncrmoal justice bickpround checks,
however, the Couneil encourapes states and the FBI w explore ways 1o
reduge the costs of perlormng cominal history background cliecks. Pees
allow for the recoyery of the state's costy for performing the record check,
mcluding all the direct anid mdireet eosts. However, the Counedl recogiizey
that (ke fee struclures are often sci legishatively at the siate level

ATTORNEY GENERAL RECOMMENDAT

(A redueme the costs ol the che

[B) establishing greater consistency i the stise fees charged Tor such
checks:

() provicing stues appeopoate compensition for the support ey give (i
checks pracessed by the FBI in circumstusces where the siate dovd ot
charge a foe because it s not handling the cheek; and

[f federal lugislaticn is edacied delegating the AG the authonty to authorize a
mational fingerprint backeeound cheek i industries where checks are non
spectfically authorzed by state or foderal Stalutes, o fee stouctune will need to
be dlevelopeid for cuch natonal fngerprnt background checks toinelude fee

(0} ensuring that all slate repositones and the FBI have the funding
shaving among the states

necessary (o support the technology required toamgrove dita guality and
efficient processing of check requests. o = -
(2) The question of who should bear the cost o the checks under s mew
avthority should generally be decided beoween the eroployer and the
inchvidual, although Congress may wish to consider requiring that the cost of
Ongerprint checks for lower paying jobs be bame by the employer - B .

1. ENFORCEMENT RECOMMENDATIONS I
_E ) Penalties should be established for the unanthorized aecess to or misuse | The Counci ommends that Congress pravide sistes and the FBI wath

of records of povernment record repositories unden tius oew autherry, financial and lechnroal support (o estalslish audin and franmng progranis.

neluding:

Current penalties are ot adeguate o consistent. Substimial cronioal snd
civil penalties for the misuse of CTRD showld be ptched tomiy legistaon
arssing [ram s mitiative. Vielstors should be vigorously prosecuied

LAY Criminal penalties for persans who knowingly;

(1) obtain erimune hstery record informanen theough tus amboring anodes
false pretense; o

{ir) use origunal hstory recond information obtaned theeugd iz authonty
foor o purpose not aotharized under this antherty; and

(B) Civil penalues, meloding monetary penalies and discontiineed pocess

[ viodations of required secunty snd privacy procedures resulting {i the
disclosure of nlormatien obiained under this authoerity o unauthorzed |
| peTsons, . R L adh RERTPTY S — T | [ e O [ )

E_“;..L:_:_.:\_.L____r_.sr: ilean N - LI i i

(25 The Atormney A.

Page 11 of 16
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ATTURNEY GENERAL RECOMMENDATIO? 5 -

COMPACT COUNCIL
RECOMMENDATIONS

Cndmmistrative process; b he administered B tle FHI anil purtigipating
tepositories, lor sanetions, mcluding enmmitiom of access, ugamst enralled
coployers, entitics, and Consumer feparting agencivs for vickitions of [
requitements regarding occéss to and security of the information, wcludng
fnilure 1o abserve the requued tights of mdividuals.

L mw.ﬁﬁxb_.._fzﬁ____ EMENT RECOMME .__r___,.__ﬂz

COMMENTS

n There shoitld bea renewed federal effort o mmprove the accuracy,
n_..__sﬁ_..,E.zﬁ.ﬁ_ and mtegratan ulihe aatanal ericunl history reconds
syslen. jE =T e

(2} Federal funds shoubd be tazpeted oy reaching natianal standards
established by the Attorney General relating to disposinon reporting and
record completeness, mcluding declinations 1o prosecute and expungement
and sealing arders: 50 that there 15 unidvmmiity in improsements by
repositories nationwide i

{3} Accelerate the standardization of tp sheers to muke them mare readily

utiderstond by non-erminal justice g AISETS,

(4} Cangress should eomsider requinmg stile repasitories 1 establish
procedures meeting mationa) standards Lo demedy the adverse alteers on
individuals who are wiongly sssocited with ool recorils becanse they
are victios of wdentify thef

{3) Fm_m_.____.m_._ a matinme] aceredition process fir Crmn; il history record
_ﬁr.rm:cﬂn? miuch the sanme way il cripne Lthoraiories are aectedited. to
Better ensune data quality by measurioe (epository performanoe agamns

mational stand s, =y I

(6) Seck to inteprite the repository swatens in 4 way that will allow a sl
finperprint check s retrn all infopation on an pdiidunl maipdzined Byl
atates rather than the carrent process for obtming such compliste
nformation of requicing separate fingerpnn checks i 30 siove-pipe recl
syateimsg,

(71 Ieve H..._v i realistic aqseasment of the cost w aelieve these recd
irproveinent poals : - ]

Clongress proaciively set o siandard fur ._._E::.__:r crienind history :.:.__:_
ehizgks for noncriminal justice purposes by passage of the Compact,. Twenty-
five states have adopted the Compoet The Council encosrages full
participation i the Cenmpac) by all 30 states, lerritonies o possesgions of the
Uinited States, the Bistoel of Columbia, asd the Commanwealth of fuer
Rico so thatthe National Fagerprnt File (09FF) madel of providing the most
complete tecoreds w the requesior can be reabized. The Counet] furthes
nb.“_..__:.um_..m a, ongress pros e ineertives B states bty the Campuact snd

: #14,. Hapdour 41, Page 12
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_| N ATTORNEY GENERAL RECOMMENDATIONS
(&) De vilop a E._::".F.“._ﬁ_.ﬂ._. e oppenng dita colleetion and rescarel progrun
by BIS that includes:

(A) study af the extent of automation and accessibiliy of state and FI3
criminal recons:

(B} data cotleetion documenting the accuracy, conpletensss, ad tmeliness
alstate and FBI conipinal lustory records:

(€ assesament of the completeness and timeliness of local agency crannal
record submissions 1o state and Federnd datalnges:

) rends n stade and national récords quality indices, and

{E) momitoning statistical treods in poblic and prvate criminal background
checks an tevms of the tepes of reenrds exsmined, the numiber and resulis of
checks done, costs, wmeliness of responses, and other relevant factors.

COMPACT COUNCIL

RECOMMENDATIONS

COMMENTS

J. ADDITIONAL RECOMMENDATIONS e
(1) Congross m_.__uc_n_ consider whether employers thet have suitalaliny
determinations made by a government agency under Pablie Law 92534

| should also have the option of seeking the records wnder s authonly,

COMSRMEr profeciion -...._:HEM to name checks of criminal Bistory recouds weed
for crployment purposes, such as:

(A Amending the FCRA 1o

(1) rogquire o consumer repornog ageney, before reporting nnme-based
criminal history information aleng with Bngemprant-based informatica 10

(a) condirmithe secwuey amd comploteness of criming]-hisioery records
abtained solely thioueh o pame-based search; oF

# (b disclose the npme-based miormation to the mdvadoal along wathi the

(2} Congress should consider steps tha E:_._E inprove and create additional

Page 13 of 16
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. TR - . . COMPACT COUNCIL
AT —uhﬁxzu.:___ S.__,__.____.w.z.ﬂ.u_..r::_df

__.__”.l

FiEsa FTE TS ¥

_n___., :z_.__ﬂ,;__:_ _r._.__u i gepronted b the nser:

(U as ao altermanye to subpeagraph (L) regquere @ eansumer toportl
agency, wheneves 1t s reporting erininal kistory information. fo provide the
constmer the opporiuity o see and challenge the soouraey af the
information before it i reparted $oo1he wser,

(i) regquire o potige o sanandividual by ancemployer poor woadyerse achion
of eriminal histwory information abtamed from public or non-FCRA sources, |

{iv} eatabhish o chidice of Liw provision prosading that the consumer
repotting lows of e state of enployment should apply: 1o sepores made by
CONSUTEER TepOriing asencies, and

(V] iFadapted provide for e exceptions discissed m Séreemng Sundords
Recommmenilation #7 (3); and

(B3 establishing pational stindards for courts w confidentially mantain

persamal identifiess in crinunal case dockels and o allow access 1o those
lentificrs for authonzed purposes. such as recood confirmations in
connestion with crimusel hismory Backerowsd checks sought sl fhe writen
cebmeitatthedefendonti - . o 0 L. ar [
The Couneil believes there 1% data tw suppart the elfectiveness of unilizing The AL'S report sizies © These
stateand lederal crimumal lustary daabases v Gnpesprint submission fora | cetanly i et enough infomation
tckeround check. Thisbelief s hased on the fact it fingerpring i conclude that a check af
stbtussions i LAFLS aremby ceduces the potentia] Tor false potinhvies aod commral databases should be
lalse negatives For identification (see the Interstate [dentfication [ndey Neme | combuned with the results o an
Check Efficacy: Reporead the Navonal Task Foree to the LLE: Attorney LAFIS check. Bmplayers, a5 well i
General, July 199%) and proved . the gatewiy for o check ofall 50 staes congter reportng agensies that
may b handliog the checks on thei

behall, frequently decide, however,

Althotgh the Council i notwware ol any siudy 10 support o evaliate the
elfectiveness amd efficicncy of ullidng commercind datalbases as a depending on the cost, 10 check both
unal Distory inBonmation checks. the Couneil prubifie al peivate sources i onder
vailille datibases. | have the most comiplets check

supplemnen o TATTS ¢
_ presunes there could b value i checking commie

§1, Page 14 Page 14 of 16
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ATTORNEY GENERAL R CCOMMENDATIONS

COMUIACT COUNTITL
. RECOMMENDATIONS

However, coplover checks af commercially available datahases shauld be
volunary and nof requiced. Further, the employer shauld nobe lorced o
suppleient the check only because there 15 0 pther mechanism fo grovide
the eropliver aceess o manomwide cruninal history data.

1 COMMENTS

possible. Employess also can decide
oy their own whether they need
check cotumercaal databases for non-
criminal inforoatien, such as
francial mstory.' (p. 54)

3 fimte st of mdustries fe g liquar diseibuions, hurse

aranmituil wagering) in which semne mdividuals are licensedioertified
i multiple states. Tndividuals curremby must recelve & state check a5 well as
4 pational dlieck in every stite o which they ang applying for i
license/eenification: The Counecil has dmfled 3 miede] that would allow fo
mltiple state checks, but only ane natianal check

There
Tag m.:._m.. m._

T allow for state checks bul only one navonal check, the proposed el
| would estabish 3 channeling agency (o submit fingerprints dircctly W the FEA
| for a pational cheek. At the sarme line, the chonneling agency would reqiiest
4 state check of sl states 1 which the individial is applying to he

licensed cenified as antlinrzed under state law, The chommneling agency
would collste the results from the “national” and “state” fingerpant checks
The channeling agency would farward the results of thie checks to the stae
repulatory ageney of each state in which the individual applice. Eachsmale
repulatory apency woallapply als awin sultability criteria o make the fitness
determimution, provide notificatmn of s detenmpaton the individupl
applicant, and provads nohification of its darermminatin and the Tesults afthe
crominal record checks o the dividual’s eniployer. .
Under fhe “generc enttlement model suggested by the Compact Council,
W clarrenil Testrietion ot reeord sharing [ Yrelated” purpases for which the
edks o he removed. The records could be shared
atieler the umbrelln of the “peneic” cntitlements provaled that the employes
consents to lhe recard heing shared with another autharized recipent. the
Infornation shared can only be that which the authornzed reoiment wrtild
ulhervise he entitled 1 receive, and the employer sharing the record
nusintaing g o el e diasemimats foral leasl one yras The cmyplayer
{authorized recipientt recerving the recard wndlerstnnds thet the i
may nof be curtent anil 15 not necessarily verifisd by a biometric,

record wias reijiEsted e

The AG's recommendations do not
adilress multi-state criminal history
record cheeks:

The Ali's recommendations do ot
pililress reeard sharmyg heiween
authorized revipients

The Atr's recornisndations do
authorized the FBL and state
tepasitories to dissenunute CHI
dirgctly 1o an ermployer or a
consuENET repoTlit apency meeting
ceguirements spectfed by the

Anney General. Presumably. the
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TTCOMPACT COUNCIL,
RECOMMENDATIONS

ATTORNEY GENERAL RECOMMENDATIONS

idpat 41 ' EFage L&

COMMENTS

Consumer Reporting Agency will
service more than one anthorized
recipient; therefore, the polendil
would exist for o Consumer
Reporting Agency o share an
mdividieal s CHELD withoer
performing a fingerpring chieck. The
wddividual would have toconsent i
the dissermnation and have the nght
tiv review the record prior o
dissenungtion.
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Federal Bureau of I nvestigation
Criminal Justice Information Services Division
Advisory Policy Board

Compact Council Meeting
November 2006

Advisory Policy Board

The APB met June 22-23, 2006 in Cincinnati,
Ohio.

Sear ching Multiple Databaseswith
one | AFIS Submission

Endorsed an additional field in the EFTS to
permit searching multiple fingerprint
federal databases and that it be designed
to expand and hit other databases in the
future.
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Use of State Recordsfor Criminal
Justice Purposes

Accepted the proposed IAFIS modification,
when a fingerprint idents to a lll
state-maintained record and the state can
respond for the purpose code of the
submission, the IAFIS will reach out to the
state for its record. The lll state's
response will be appended to any
FBI-maintained criminal history response
in the same manner that NFF state records
are appended today.

|AFIS Processing Priorities

m Approved priority processing in IAFIS as
follows:

m High 15 minutes

®m Routine 24 hours

® Non-Urgent end of next business
day

m Extended 7 business days

NFF Qualification Requirements

Endorsed the Compact Council (CC) motion
which states that CJIS Division staff
should research National Fingerprint File
state's response times. The CC motion
further requested that CJIS Division Staff
solicit input from the states as to the
potential impact to changing the NFF
qualification requirement and provide
guidance on a new response time
requirement.
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Flagging Missing Person Recordsin
IAFIS

B That missing person record information should
be automatically passed to IAFIS for inclusion in
the subject's criminal history record when the
NCIC record contains an FBI Number.

B Disseminate missing person record information
on record responses to criminal justice agencies
only.

B Generate missing person record information via
Nlets Administrative Messages to the ORI of the
— missing person record and its CSA and the ORI of
the criminal justice fingerprint contributor and its

CSA.

Disposition Pilot

Supported the pilot to obtain dispositions be
changed from OPM to the California
Department of Justice. Also, the CJIS
Division should provide afinal report on
the pilot before further implementation;
this report should be vetted through the
regional Working Groups. Also, California
DOJ should provide Standard Operating

— Procedures for how they acquire

dispositions to use as a baseline

document.

Next Generation Identification

Endorsed the categorization of the NGI user
requirements completed by the CJIS
Division and the IIETF and reviewed and
approved by the IS Subcommittee.
Endorsement of this categorization effort
will allow the CJIS Division to continue
with development of NGI functional and

— system requirements.
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Approved Usesof |11 for State and
Federal Site Security

Tabled the issue and requested that APB
Chairman Sleeter convene an Ad Hoc Task
Force, involving Compact Council and
APB top management, for the purpose of
further definition and new purpose code
developments.

Meeting with Director Mueller

The Advisory Policy Board Officers met with
Director Mueller on October 3, 2006.

Questions/Comments

For additional information,
Roy G. Weise
(304) 625-2730
rweise@leo.gov
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Next Generation Identification Program Office

For Official Use Only Slide 1 Unclassified

Briefing Summary

B Background

B User Requirements

B Approval Process

B Functional Requirements
B Next Steps

B On the Horizon

For Official Use Only Slide 2 Unclassified

NGI Initiatives

QC Automation
Interstate Photo System (Mugshots)
Disposition Reporting Improvements
Advanced Fingerprint Identification Technology
Enhanced IAFIS Repository
National Palm Print System (NPPS)

il

For Official Use Only Slide 3 Unclassified
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New Areas of Interest

Multimodal Framework

0

Latent Functionality

For Official Use Only Slide 4

Unclassified

NGl Initiative Leads
B QCA B AFIT
— Rachel Tucker (304) 625-4119 —David Jones (304) 625-4850
— Diane Casteel (304) 625-4167 - Diane Casteel (304) 625-4167
5 |PS ® ER
— Justin Cook (304) 625-4456 - Gary Williams (304) 625-2849
—John Minnocci (304) 625-5214 — Michelle West (304) 625-2613
® DRI ® NPPS
— Robert Holman (304) 625-4863 — Cindy Johnston (304) 625-3061
- Michelle West (304) 625-2613 - Michelle Vecchio (304) 625-2614
For Official Use Only Slide 5 Unclassified

User Requirements Canvass

From 9/19/05 through 3/15/06

State & Territory Agencies Canvassed 111
Federal Agencies Canvassed 54
FBI 27
Non-FBI Federal 27
Authorized Non-Criminal Justice Agencies 18
Special Interests 10
Total Completed 193

Over 1,000 Individuals Represented
Over 1,000 Requirements Identified

For Official Use Only Slide 6

Unclassified
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NGI Approval Process

APB

IS Subcommittee

IETF

Compact Council

APB Working Groups

For Official Use Only Slide 7 Unclassified

NGI Functional Requirements

& |ntelliDyne
B CJIS
B |ntegrated Project Teams

B Final Product — Functional Requirements
Document

For Official Use Only Slide 8 Unclassified

Next Steps

B Functional Requirements

B System Requirements

For Official Use Only Slide 9 Unclassified
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Next Steps - Development

Projected Dates of Interest

RFI RFP

! v

October, 26 March

2006 2007

For Official Use Only

Slide 10 Unclassified

Next Steps — Quick Wins

B CD Capability for Machine Readable Data
B New Disposition IIl Message

B Quality Check Automation Phase Il

B Receipt and Storage (ANSI/NIST)

B Accept 1000 pixels per inch

I Disposition Electronic Fingerprint Transmission
Specification

For Official Use Only

Slide 11 Unclassified

On the Horizon

Liaison Team Mission

To conduct extensive internal/external
liaison in order to market the functionality
and benefits of the Next Generation
Identification (NGI) Program and to
identify evolving biometric capabilities to
be considered and further analyzed for
future NGI development.

For Official Use Only

Slide 12 Unclassified
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On the Horizon

Liaison Team Duties

& Demo Initiative ® Internal/External ¥ Regional Research:
B Marketing Materials - Presentations - East, Central, West
B Website Management B Special Interest Groups ¥ International Research
¥ Milestone Reporting ¥ |nternational B Web Chat Services
B LEO SIG Management ¥ Federal B NSTC Participation
B Newsletters ¥ State (by Region) ¥ Library Creation
B Article Creation ¥ Vendor ¥ Horizon Report
¥ NGI Video Production B CJIS Advisory Process B Congressional Research
B Compact Council
B |ETF
¥ Community Outreach
B Risk Liaison
For Official Use Only Slide 13 Unclassified

NGI Program Office

Questions?

For Official Use Only Slide 14 Unclassified




Conpact Council M nutes, Attachment #10

[ Federal Register: July 6, 2006 (Volume 71, Nunmber 129)]

[ Noti ces]

[ Page 38408-38411]

From the Federal Register Online via GPO Access [wai s.access. gpo. gov]
[ DOCI D: f r 06j y06- 85]

DEPARTMENT OF HOVELAND SECURI TY
Federal Energency Managenent Agency

[ Docket | D FEMA- 2006- 0029]
RI'N 1660- ZAO5

Privacy Act System of Records; Anendnent to Existing Routine Uses

AGENCY: Federal Emergency Managenent Agency (FEMA), Departnent of
Honel and Security (DHS).

ACTI ON: Notice of anendnent to routine uses.

SUMMARY: I n conpliance with the requirenents of the Privacy Act of
1974, as anmended, FEMA gives notice that it proposes to revise its
Di saster Recovery Assistance Files, FEMA/ REG 2, to address inportant
i ssues that arose in the aftermath of Hurricane Katrina.

EFFECTI VE DATE: The anended system of records will be effective August
7, 2006, unless coments are received that result in a contrary
determ nation. The public, the Ofice of Managenent and Budget (OWVB),
and Congress are invited to conment on the amended system of records.
The amended system of records will be applicable to major disasters or
energenci es declared on or after July 6, 2006, unless coments are
received that result in a contrary determ nation

ADDRESSES: You may submit comrents, identified by Docket | D FEMA-2006-
0029 by one of the follow ng nethods:
Federal eRul emaking Portal: http://ww.regul ations. gov.

Foll ow the instructions for submitting coments;

E-mai | : FEMA- RULES@lhs. gov. Include the Docket IDin the
subj ect |line of the nessage;

Fax: 202-646-4536 (not a toll-free nunber); or

Mai | / Hand Del i very/ Courier: Rules Docket Clerk, O fice of
Ceneral Counsel, Federal Energency Managenent Agency, Room 840, 500 C
Street, SW, Washington, DC 20472; Maureen Cooney, Acting Chief Privacy
O ficer, Departnment of Honeland Security, 601 S. 12th Street,
Arlington, VA 22202.

Instructions: Al subm ssions received nmust include the agency nane
and Docket ID (if available) for this notice. All coments received
will be posted without change to http://ww.regul ations. gov, including

any personal information provided.



Docket: For access to the docket to read background docunents or
conments received, go to the Federal eRul emaking Portal at
http://ww.regul ati ons. gov.

Submitted comments nmay al so be inspected at FEMA,

O fice of General Counsel, 500 C Street, SW, Room 840, Washi ngton, DC
20472.

SUPPLEMENTARY | NFORMATION: I n conpliance with the requirements of the
Privacy Act of 1974, as anmended, 5 U.S.C. 552a, FEMA gives notice that
it intends to make several changes to its system of records entitled,
FEMA/ REG- 2, Disaster Recovery Assistance Files, which was |ast
published in the Federal Register on Novenmber 15, 2004 (69 FR 65615).
As a result of experiences during Hurricane Katrina and questions
rai sed about FEMA's authority to share vital information needed to
assist in disaster recovery and relief, FEMA is revising its Disaster
Recovery Assistance Files systemof records in several respects.

First, FEMA has nodified the "~ Purpose(s)'' section to add as a
purpose of the systeminformation sharing in the event of another
Presi denti al | y-decl ared maj or di saster or enmergency that adversely
i npacts a significant portion of the United States. The information
FEMA col lects during its disaster assistance efforts can be of critica
i mportance to State and | ocal governnents, private relief
organi zati ons, and | aw enforcenent agencies, and although FEMA believes
it has the authority to share information with these partners, it is
revising its SORN to nake transparent the fact that

[[ Page 38409] ]

such sharing is a purpose of the system of records.

Second, FEMA intends to add new routine uses that allow for
i nformati on sharing with Federal agencies, State and |ocal governnents
or other authorized entities for the purposes of reunifying famlies,
| ocating m ssing children, voting, and with | aw enforcenent entities in
the event of circunstances involving an evacuation, sheltering, or mass
rel ocation, for purposes of identifying and addressing public safety
and security issues. These routine uses are being added to resolve any
anmbi guities about FEMA's authority to share information under these
ci rcunstances and to ensure that necessary information can be
di ssemnated in an efficient and effective manner.

FEMA i s al so maki ng some non-substantive editorial changes to its
systemnotice. FEMA is elimnating routine uses that are related to
internal, administrative processes including routine use ~ (k) Private
Relief Legislation,'' and "~ (p) Freedom of Information Act (FO A)

Di scussions with Ot her Agenci es Regardi ng DHS Docunents and Vice
Versa.'' FEMA is deleting routine uses that are unnecessary including
routine use ~ " (h) Requesting Information'' and routine use and " (i)
Requested I nformation.’

The proposed revisions to this system of records will not change
the type or ampunt of information collected fromindividuals who apply
for disaster assistance. Instead, the revisions will change with whom
that information can be shared and for what purposes. FEMA believes
that these revisions will allowit to nore effectively provide a ful
range of disaster assistance and neet its responsibilities to share
critical information with other Federal, State, and | ocal governnent
agencies as well as private entities involved in various aspects of
di saster recovery and relief.



In accordance with the requirenments of 5 U S.C. 552a(r), a report
on the revisions to this systemnotice has been provided to the Ofice
of Managenment and Budget and to Congress.

DHS/ FEMA- REG 2

SYSTEM NAME:
Di saster Recovery Assistance Fil es.

SYSTEM LOCATI ON

Nat i onal Processing Service Centers (NPSC) |ocated at FEMA MD- NPSC,
6505 Bel crest Road, Hyattsville, MD 20782; FEMA VA- NPSC, 19844 Bl ue
Ri dge Mountai n Road, Bluenont, VA 20135; FEMA TX- NPSC, 3900 Karina
Lane, Denton, TX 76208; and FEMA PR-NPSC, Carr 8860, KM 1.1 Bldg T-
1429, Trujillo Alto, PR 00976.

CATEGORI ES OF | NDI VI DUALS COVERED BY THE SYSTEM

I ndi vi duals who apply for disaster recovery assistance through
three different nediunms including: (a) electronically via the Internet,
(b) by calling FEMA's toll-free nunber, or (c) through the subm ssion
of a paper copy of FEMA Form 90-69 follow ng Presidentially-declared
maj or di sasters or energenci es.

CATEGORI ES OF RECORDS | N THE SYSTEM

(a) Records of registration for assistance (Form 90-69, Disaster
Assi stance Regi stration/Application) include individual applicants'
nanmes, addresses, tel ephone nunbers, social security nunbers, insurance
coverage information, household size and conposition, degree of damage
i ncurred, income information, prograns to which FEMA refers applicants
for assistance, flood zones, |ocation and height of high water |evel,
and prelimnary determinations of eligibility for disaster assistance.

(b) Inspection reports (Form 90-56, I|Inspection Report) contain
i ndi viduals' identifying information and results of surveys of damaged
real and personal property and goods, which nmay include individuals'
homes and personal itens.

(c) Tenporary housing assistance eligibility determ nations (Fornms
90-11 through 90-13, 90-16, 90-22, 90-24 through 90-28, 90-31, 90-33,
90-41, 90-48, 90-57, 90-68 through 90-70, 90-71, 90-75 through 90-78,
90- 82, 90-86, 90-87, 90-94 through 90-97, 90-99, and 90-101). These
refer to approval and di sapproval of tenporary housing assi stance and
i ncl ude: general correspondence, conplaints, appeals and resol utions,
requests for disbursenent of paynents, inquiries fromtenants and
| andl ords, general adm nistrative and fiscal information, paynent
schedul es and forns, term nation notices, information shared with the
tenmporary housi ng program staff from other agencies to prevent the
duplication of benefits, |eases, contracts, specifications for repair
of disaster damaged resi dences, reasons for eviction or denial of aid,
sales information after tenant purchase of housing units, and the
status of disposition of applications for housing.

(d) Eligibility decisions for disaster aid from ot her Federal and
State agencies (for exanple, the disaster |oan program adni ni stered by
the Smal | Business Admini stration, and disaster aid decisions of the
St at e-admi ni stered Individual and Fanmily Grants (I FG and its successor
program O her Needs Assistance (ONA)) as they relate to determnations
of individuals' eligibility for disaster assistance prograns.

(e) State files, independently kept by the State, which contains
records of persons who request disaster aid, specifically for |IFG and
its successor program ONA, and adnministrative files and reports



required by FEMA. As to individuals, the State keeps the sane type of

i nformati on as descri bed above under registration, inspection, and
tenporary housi ng assi stance records. As to admnistrative files and
reporting requirenents, the State uses fornms 76-27, 76-28, 76-30, 76-
32, 76-34, 76-35, and 76-38. This collection of information is
essential to the effective nonitoring and managenent of the I FG and the
ONA Program by FEMA's Regional Ofice staff who have the oversi ght
responsi bility of ensuring that the State perform and adhere to FEMA
regul ati ons and policy gui dance.

AUTHORI TY FOR MAI NTENANCE OF THE SYSTEM

Robert T. Stafford Disaster Relief and Emergency Assistance Act
(the Stafford Act), 42 U S.C. 5121-5206 and Reorgani zati on Plan No. 3
of 1978.

PURPOSE( S) :

To regi ster applicants needing di saster assistance, to inspect
damaged hones, to verify information provided by each applicant, to
make eligibility determ nations regarding an applicant's request for
assistance, and to identify and inplenment neasures to reduce future
di saster dammge, and for other purposes identified in the ~ " Routine
Uses'' section below, resulting froma Presidentially-declared nmajor
di saster or enmergency that adversely inpacts a significant portion of
the United States.

ROUTI NE USES OF RECORDS MAI NTAI NED | N THE SYSTEM | NCLUDI NG CATEGORI ES
OF USERS AND THE PURPOSES OF SUCH USES:

In addition to those disclosures generally pernmitted under 5 U S. C
552a(b) of the Privacy Act, all or a portion of the records or
i nformati on contained in this system may be di scl osed outsi de DHS or
FEMA as a routine use pursuant to 5 U.S.C. 552a(b)(3) as follows:

(a) FEMA may discl ose applicant information to certain agencies as
necessary and as described below to prevent a duplication of efforts or
a duplication of benefits in determining eligibility for disaster
assi stance. FEMA shall only release as nuch information as is necessary
to enable the recipient agency to deternmine eligibility for that
agency's particul ar assi stance program(s). The receiving agency is not
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permitted to alter or to further disclose our disclosed records to
ot her disaster organi zations. FEMA may make such di scl osures under the
foll owi ng circunstances:

(1) To another Federal agency or State governnent agency charged
with admnistering disaster relief progranms to neke avail abl e any
addi ti onal Federal and State disaster assistance to individuals and
househol ds.

(2) VWhen an applicant seeks assistance froma |ocal governnent
agency or a voluntary organi zation (as defined at 44 CFR 206.2(a)(27),
as anended or superseded) charged under |egislation or charter with
adm ni stering disaster relief progranms, and FEMA receives a witten
request fromthat |ocal governnent or voluntary agency that includes
the applicant's nane, FEMA registration/application nunber, and damaged
dwel I'i ng address. The written request must explain the type of tangible
assi stance being offered and the type of verification required before
t he assi stance can be provided.

(3) To voluntary organizations (as defined at 44 CFR 206. 2(a) (27),



as anmended or superseded) that have an established di saster assistance
programto address the disaster-related unnet needs of disaster
victims, are actively involved in the recovery efforts of the disaster,
and either have a national nenbership, in good standing, with the

Nati onal Voluntary Organi zations Active in Disaster (NVOAD), or are
participating in the disaster's Long-Term Recovery Committee. When a
vol untary agency satisfies all of the criteria listed in this sub-

par agraph, FEMA may rel ease |lists of individuals' nanmes, contact
informati on, and their FEMA i nspected | oss anpunt to the vol unteer
agency for the sole purpose of providing additional disaster

assi stance. FEMA shall release this information only while the period
for assistance for the current disaster is open

(b) When an individual's eligibility, in whole or in part, for a
DHS/ FEMA di saster assistance program depends upon benefits already
recei ved or avail able from anot her source for the sanme purpose, FENA
may di scl ose information to rel evant agenci es, organizations, and
institutions as necessary to determ ne what benefits are available from
anot her source and to prevent the duplication of disaster assistance
benefits (as described in section 312 of the Stafford Act).

(c) In response to a witten request, FEMA may disclose information
fromthis systemof records to Federal, State, or |ocal governnment
agenci es charged with the inplenentation of hazard mitigation neasures
and the enforcement of hazard-specific provisions of building codes,
st andards, and ordi nances. FEMA may only disclose information for the
fol |l owi ng purposes:

(1) For hazard mtigation planning purposes to assist States and
| ocal communities in identifying high-risk areas and preparing
mtigation plans that target those areas for hazard nitigation projects
i mpl ement ed under Federal, State or |ocal hazard mtigation prograns.

(2) For enforcenent purposes, to enable State and |ocal comunities
to ensure that owners repair or rebuild structures in conformance with
appl i cabl e hazard-specific building codes, standards, and ordi nances.

(d) Pursuant to the Debt Collection |Inmprovenent Act of 1996, 31
U.S.C. 3325(d) and 7701(c)(1), FEMA is required to collect and rel ease
to the United States Departnment of the Treasury the social security
nunber of the person doing business with FEMA, including an applicant
for a grant. Therefore, FEMA will release an applicant's socia
security nunmber in connection with a request for payment to the U S
Treasury in order to provide a disaster assistance payment to an
applicant under the Individual Assistance program

(e) FEMA may provide a list of applicants' nanes, anounts of
assi stance provided, and related information to a State in connection
with billing that State for the applicable non-Federal cost share under
the Individuals and Househol ds Program

(f) When an applicant is occupying a FEMA Tenmporary Housing unit,
FEMA may rel ease only the |location of the FEMA Tenporary Housing unit
to | ocal energency managers for the sole purpose of preparing emergency
evacuation plans. FEMA shall not rel ease any information on an
i ndi vidual, such as their nane, type or anmount of disaster assistance
recei ved.

(g) Where a record, either on its face or in conjunction with other
information, indicates a violation or potential violation of |aw-
crimnal, civil or regulatory--the relevant records nmay be referred to
an appropriate Federal, State, territorial, tribal, |ocal
i nternational, or foreign agency |aw enforcenent authority or other
appropriate agency charged with investigating or prosecuting such a
violation or enforcing or inplenmenting such law. In the event of



ci rcunstances requiring an evacuation, sheltering, or mass relocation
FEMA may al so share applicant information with Federal, State or |oca
| aw enforcenent in order to identify illegal or fraudul ent conduct and
address public safety or security issues.

(h) To a congressional office fromthe record of an individual in
response to an inquiry fromthat congressional office nade at the
request of the individual to whomthe record pertains.

(i) To the National Archives and Records Adm nistration or other
Federal Governnment agencies pursuant to records managenent inspections
bei ng conducted under the authority of 44 U S.C sections 2904 and
2906.

(j) To an agency, organization, or individual for the purposes of
perform ng authorized audit or oversight operations.

(k) To contractors, grantees, experts, consultants, students, and
ot hers performng or working on a contract, service, grant, cooperative
agreenent, or other assignnent for the Federal Governnent, when
necessary to acconplish an agency function related to this system of
records.

(I') To the Department of the Treasury, Justice, the United States
Attorney's Office, or a consuner reporting agency for further
col l ection action on any delinquent debt when circunstances warrant.

(m To the Departnent of Justice (DQJ) or other Federal agency
conducting litigation or in proceedings before any court, adjudicative
or administrative body, when: (1) DHS, or (2) any enployee of DHS in
hi s/ her official capacity, or (3) any enployee of DHS in his/her
i ndi vi dual capacity where DQJ or DHS has agreed to represent the
enpl oyee, or (4) the United States or any agency thereof, is a party to
the litigation or has an interest in such litigation

(n) Reunification of Fam|lies: To a Federal or State |aw
enforcenent authority, or agency, or other entity authorized to
i nvestigate and/ or coordinate | ocating mssing children and/or
reuniting famlies.

(o) Voting: To State and | ocal government el ection authorities to
oversee the voting process within their respective State/county/parish,
for the limted purpose of ensuring voting rights of individuals who
have applied to FEMA for Disaster Assistance, linited to their own
respective State's/county's/parish's citizens who are displaced by a
Presi dential |l y-decl ared maj or di saster or emergency out of their State/
county/parish voting jurisdiction

DI SCLOSURE TO CONSUMER REPORTI NG AGENCI ES:

Di scl osure under 5 U.S.C. 552a(b)(12): FEMA nay nmke di scl osures
fromthis systemto consunmer reporting agencies' as defined in the Fair
Credit Reporting
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Act, 15 U. S.C. Section 1681a(f), or the Debt Collection Act of 1982, 31
U S.C Section 3711(e).

POLI Cl ES AND PRACTI CES FOR STORI NG, RETRI EVI NG, ACCESSI NG, RETAI NI NG
AND DI SPOSI NG OF RECORDS | N THE SYSTEM
STORAGE

Interactive database, conputer discs, and paper records in file
fol ders.

RETRI EVABI LI TY:



By an individual's nane, address, social security nunber, and case
file nunmber.

SAFEGUARDS

Only authorized individuals and FEMA enpl oyees have access to this
i nformati on. Hardware and software conputer security neasures are used
to control access to the data. Access to the data is based upon an
i ndividual's position in FEMA and/or their designated duties.

I ndi vidual s are assigned specific “~"rights'' or specific access (e.qg.
read only, nodify, delete, etc.). The access granted is based upon an

i ndividual's position responsibilities for “~“official use'' only. FEMA
enpl oyees are all owed access to the data as a function of their
specific job assignments within their respective organi zati ons. Each
FEMA enpl oyee's access to the data is restricted to that needed to
carry out their duties.

No i ndividual applying for disaster assistance will have access to
the entire database via the Internet. Applicants will have limted
access to only their own information that they submitted via the
Internet, and to the status of their own information regarding the
processing of their own application (e.g. the status of required
docunent ati on, inspection status, or SBA status). Applicants are
provi ded a Logon id, password, and Personal Ildentification Nunber (PIN)
that connect only to the applicant's data. The password and PIN ensures
that the login id belongs to the applicant. Conputer security software
ensures that the login id is nmapped only to the applicant's data.

Applicants will have access to only their own application informtion
after FEMA assigns them a properly authenticated user id, password, and
PIN. Applicants will be registered and authenticated in accordance with

National Institute of Standards and Technol ogy Level 2 Assurance
gui del i nes.

RETENTI ON AND DI SPCSAL:

Records covered by paragraphs (a) through (d) are covered by
Records Schedul e N1-311-86-1 4Cl0a and are destroyed after 6 years and
3 nmont hs. Records covered by paragraph (e) are covered by Records
Schedul es N1-311-86-1 4C7 and/or N1-311-86-1 4Cl0b and are destroyed 3
years after closeout.

SYSTEM MANAGER(S) AND ADDRESS

Division Director, Recovery Division, FEMA, 500 C Street SW
Washi ngton, DC 20472 and applicable Regional Directors, as listed in
Appendi x A(1).

NOTI FI CATI ON PROCEDURE

Requests for Privacy Act protected information generally are
governed by DHS regul ations found at 6 CFR part 5 and FEMA' s
regul ations at 44 CFR part 6. They must be made in witing, and clearly
marked as a "~ Privacy Act Request'' on the envel ope and letter. The
name of the requester, the nature of the record sought, and the
verification of identity nust be clearly indicated, as required by DHS
regulation 6 CFR 5.21 and FEMA regul ation at 44 CFR 6.30. Requests may
al so be sent to: Privacy Act O ficer, DHS/ FEMA Ofice of Genera
Counsel (GL), Room 840, 500 C Street, SW, Washington, DC 20472.

RECORD ACCESS PROCEDURES:
Sane as the Notification Procedure above.



CONTESTI NG RECORD PROCEDURE:

Sane as the Notification Procedure above. The letter should state
clearly and concisely what information you are contesting, the reasons
for contesting it, and the proposed amendnent to the information that
you seek pursuant to DHS Privacy Act regulations at 6 CFR part 5 and
FEMA regul ati ons at 44 CFR part 6.

RECORD SOURCE CATEGORI ES:

Applicants for disaster recovery assistance, credit rating bureaus,
financial institutions, insurance conpanies, and state, |ocal and
vol untary agenci es providing disaster relief, comercial databases (for
verification purposes).

EXEMPTI ONS CLAI MED FOR THE SYSTEM
None.

Dat ed: June 30, 2006.
Maur een Cooney,
Acting Chief Privacy O ficer.

Appendi x A (1)--Addresses for FEMA Regi onal Ofices

Region |--Regional Director, FEMA, 99 High Street, 6th Fl oor,
Bost on, MA 02110;

Region Il--Regional Director, FEMA, 26 Federal Plaza, New York, NY
10278- 0002;
Region I1l--Regional Director, FEMA, One |ndependence Mall, 615

Chestnut Street, Phil adel phia, PA 19106-4404;

Regi on | V--Regi onal Director, FEMA, 3003 Chanbl ee- Tucker Road,

Atl anta, GA 30341;

Regi on V--Regional Director, FEMA, 536 S. Clark Street, Chicago, IL
60605;

Regi on VI --Regional Director, FEMA, Federal Center, 800 North Loop
288 Denton, TX 762009;

Region VII--Regional Director, FEMA, 2323 Grand Boul evard, Kansas
City, MO 64108-2670;

Regi on VIII--Regional Director, FEMA, Denver Federal Center,

Bui | di ng 710, Box 25267, Denver, CO 80225-0267;

Regi on | X--Regi onal Director, FEMA, 1112 Broadway St. Oakl and, CA
94607,

Regi on X--Regional Director, FEMA, Federal Regional Center, 130
228th Street, SW, Bothell, WA 98021-9796.

[ FR Doc. E6-10640 Filed 7-5-06; 8:45 ani
Bl LLI NG CODE 9110-10-P



Compact Council Minutes, Attachment #11

Compact Council Meeting
November 8, 2006

Status of FBI's Selection of
Pre-Approved National Channelers

« June 21, 2006, Notification in FedBizOpps

* June 28, 2006, RFP Provided to Interested
Contractors

« July 28, 2006, Proposals Due

» October 24, 2006, Source Selection Evaluation
Board Recommendation to Source Selection
Authority

« Awarded to 19 Offeror’s (Listed in Alphabetical Order)

Accurate Biometrics, Inc. dba Art’s Investigations
Acxiom Information Security Services, Inc.
American Bankers Association

ChoicePoint Government Services Inc.

Cogent Systems

ComnetiX Inc.

Cross Match Technologies

Eid Passport, Inc.

Fahlgreen Solutions LLC

First Advantage Corporation SFADV) & Pride Rock
Holdings Incorporated (PRCS

SOV NOUA~WDNE
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Award List

Continued from previous slide

11. Identix Identification Services

12. Inquiries, Inc.

13. Mobile Electronic Fingerprinting

14. National Background Check, Incorporated

15. National Conference of State Liquor Administrators
16. National Credit Reporting

17. The National Racing Compact

18. Transportation Security Clearinghouse

19. USIS Commercial Services, Inc.

» Kickoff Teleconference - 11/15/2006

* CJIS Wide Area Connection Timeframe
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IDENT/IAFIS Interoperability

Debbie Chapman
Biometric Interoperability Program Office
November 2006

6/30/2007

Overview of Presentation

e Current Interoperability Pilots
— iDSM Status Report
— DOSPilots

e |nteroper ability Alternativesfor
IOC/FOC

e Data Protection Strategies

o Next Steps

iDSM Summary

e Based on the Shared Data M odel
— Wanted Personsfrom |AFIS

e First sharing of DHS and DOS biometric data
with IAFIS Contributing Agencies
— Expedited Removals
— Category 1 VisaCritical Refusals

e |dentificationswill result in responsesfrom the
Law Enforcement Support Center

e Piloting Agencies

National Palm Print Search System
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iDSM Project Timeline

Official Project kick off February 2006

FBI Board Approvals--February 10, 2006
Finalize CONOPS-April 2006

Final Design Review scheduled for June 2006
iDSM deployed on September 3, 2006
Performance analysisand lessons|ear ned
Anticipate expansion of data sub-setstoinclude

— Remaining DHS Recidivistswith Alerts
— FBI Known and Suspected Terrorists

I August'06 | September'06 | October'06 | November ‘06 | December ‘06 January‘07TFEbmary‘07-:
[}
|f Complete e [ 1 1 :
Ieding CIS (Clarksburg)
) Waswarrans [l] &08S Gociae) |1 | |
1| Exvedicd 1 1 1 !
|| removas Peformance Noriorng
Visa Denii \
1] Activity L ] ] T | i
[} |
| \ | | ‘Addition of 1
| | | RCA and KST_ 1
T
HEAN
[ EENER o1 T 1 Tan07 Feb 07 (Tentaive)
I \ T \ T \ T
1 ) 1 I 1
h | oo | om 1 1
i anine onine '
1 1 1 |
1 | | | !
A S AP R —— . !
5

iDSM Successes

iDSM hitsof the DHSimmigration files (Expedited
Removals)
— October 18, 2006
* Subject arrested by Boston Police Department for breaking and
entering of a motor vehicle
— October 22, 2006
* Subject arrested by Boston Police Department for kidnapping,
indecent assault and battery, and resisting arrest
Immigration and Customs Enfor cement (ICE)/Law
Enforcement Support Center (LESC) alerted of both
subjectsof interest
Boston I CE notified by | CE/LESC and ableto lodge
detainers

Subjectswere prevented from being released on bond

National Palm Print Search System
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Department of State Ten-Print Pilot

e Based on Shared Services

e Target priority sitesfor 10-print collection for all
visaapplicants

e Submit all visa applicantsto |AFISfor a Criminal
History Check
— No pre-filtering of applicants

o Comparison of results between US-VISIT IDENT
and IAFIS

e |mplemented on 10/30/06
— London, San Salvador, Riyadh and Dhahran

Interoperability Alternatives

e Base Case-Enhanced Status Quo

— IncludesiDSM

— IDENT modificationsto store and use 10-prints
e Shared Services Model

— Independently store and maintain biometric data without the
use of a synchronized copy of data provided to the other
agency

« Information sharing via search requests
« Existing guidelines for responses and hit notifications
o Shared Data Model

— Synchronized copy of biometrics shared (Fingerprint images

or minutia)

— When biometric matches are made, matching agency requests
supporting Criminal and Immigration History information.

|OC/FOC Interoperability Alternative
Decision
e iDSM isapilot of the Shared Data M odel
e New DOS pilotswill be based on the
Shared ServicesMode
e CJISisawaiting interoperability
alter native decision soon

National Palm Print Search System
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Data Sharing Concerns

e Protection of privacy

e Useof data

e Notification of Wanted Per sonsidentification
e Proper maintenance of shared records

e Joint reporting of program success

Data Protection Strategy

e Joint work product between FBI and US-
VISIT
— Approved strategies becomethe foundation for data
protection requirementsif the Shared Data Model is
selected

e Shared Services M odel
— Data Protection Strategy isnot needed
— Datashared asaresult of an encounter
— Dataprotection requirementsexist in |AFIS
— Faster implementation

Strategy 1. Effective Communications

o Keep federal, state and local partners
agenciesinformed of I nter oper ability
Pprogress

e Brief APB and Compact Council
— Timely updatesthrough existing processes
— Request adviceon critical issues

— TheFBI isthe custodian of IAFIS
contributing agencies data

— Additional Focus Groups as needed

National Palm Print Search System
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Strategy 2 — Inventory of Data Shared

e Start with aClean Sate
e Perform a full comparison of data
between IAFISand IDENT

e Comparison will allow an evaluation of
data

— Update needsto ensuredataiscurrent,
accurate and complete.

Strategy 3 —Mission-Related Data

e Retain datain IAFISand IDENT in line
with mission
— IAFIS-National Criminal History Repository
— IDENT-National Immigration History

Repository

e Remove prior CHRI in IDENT based on
comparison of data (Strategy 2)

e Rely on |AFISto maintain CHRI

— lAFIS supplies synchronized copy of
fingerprint imagesto US-VISIT

Strategy 4 — Data Management

e Develop Data Management Policies

o |AFISwill trigger the correct file maintenance
with the Shared Data
— Removal
* Removal of an entirerecord or record link based upon a
court order of expungement
« Does not include qualification for immigration retention
purposes
— Demotion
« Withdrawal of an individual from awant list
« Biometricsmay remain in Shared Data
« |ssued by owning agency
« Within 15 minutes from issuance

National Palm Print Search System
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Strategy 5 — Data to be Shared

e Data Sharing Model
— Limited data shared to only the data
required for effective operations
« Fingerprint Imagesor Minutiae
« FBI Number
« Minimal related biographic data (not full CHRI)
— Decision pending on finger print images or
minutiae

« Sharing of images offer s sever al benefits over
minutiae

Strategy 6 — Sharing of FBI Number

e FBI number iscurrently provided viathe
extract process
e Criminal Justice Purpose

— FNU will allow for immediate accessto
CHRI viathe QR message

— POE iscriminal justice purpose
e Noncriminal Justice Purpose
— Biometric verification will berequired
— Visa applicants, applicationsfor benefits

Strategy 7 — Audit Compliance Program

e Plan and implement arigorous audit
program
— Utilize CJISDivision Audit Unit

— Ensure complianceto CJI S policies and
proceduresfor shared data

— Ensure secondary dissemination of |AFIS
CHRI does not occur
e Interoperability Business and Functional
Requirements ensure auditing

National Palm Print Search System
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Strategy 8 - Prevent Third-Party Sharing of Data

e Develop awritten Memorandum Of
Under standing to document agreements
—FBI, DHS, and DOS

o Specifically prohibit sharing |AFISand
IDENT data outside of these systems

Strategy 9 — Hit Notification

e Automatic administrative messageto
Wanting Agency
— Upon an identification
— Will bemodeled after current CJI'S processes
e Will not replacethe notification
requirements of the arresting agency as
specified in the NCIC Manual, Section 3.5

Next Steps

e CompileiDSM lessonslearned

e EvaluateiDSM

e Determine I nteroperability Alternativeto
beused for long term solution

— Implement approved data protection
solutions, if data sharing model is selected

e Finalize functional requirements
e Develop an automated IDENT response

National Palm Print Search System
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Questions

e Pleasereview and provide commentson
the data protection strategy

National Palm Print Search System





